


Institutional Archive of the Naval Postgraduate School 





f 


j! S nN 
iby 4 ‘ ts Me , 






Calhoun: The NPS Institutional Archive 


DSpace Repository 


Theses and Dissertations 


1. Thesis and Dissertation Collection, all items 


1985-12 


Combating terrorism: a guide for U.S. Naval 


forces afloat 


Broughton, Hubert Lee 


Monterey, California. Naval Postgraduate School 


http://ndl.handle.net/10945/21195 


Downloaded from NPS Archive: Calhoun 


atthe | DUDLEY 


iN KNOX 


LIBRARY 
http://www.nps.edu/library 






Calhoun is the Naval Postgraduate School's public access digital repository for 

research materials and institutional publications created by the NPS community. 

Calhoun is named for Professor of Mathematics Guy K. Calhoun, NPS's first 
appointed — and published — scholarly author. 


Dudley Knox Library / Naval Postgraduate School 
411 Dyer Road / 1 University Circle 
Monterey, California USA 93943 


a 
ph UAE eB PE SENT ORE 
“ ne Ae aanedee Ait aha ER I Eee ei ote Sad gn at IE OOF se 
prrarery i og ret te tanepag ohn WARS ORs 40 EET LD eeare Re ¥: 
se gabon ude 2 BAUM SOT Cgaheepe SG NUFLEN PAROS pate “ : “ ry 
a aie at en fa cnanatstet EO ence PAL Toon Pere t Pe Ha sigh Ny ne PA tT Ad, 
abecasaesey seAthatee earthy oat n sapart Dra neaen Oc at Fase ah foc eerie aches atte atte Tera dite MR aparece eee biter Ie eee OLE, ; 
Le, bite Magia matenpeicn tanmarsrnt nieiraaton ang “ae Patel ol PON es dae eo Fam 4 ee ae ae ee nt CS a a 2 ren Sift" aye 2) pli fas en 
rer weer 1 Ee peli OMRON OT ed atatnls a ert SRN inet ery eee a4, bt ie ahe-# Poe v pt ge 4 + Pay hee ‘ve », - ore rs ° a ono SPE PY de kik hae to A 
; : $ De : : 5 : cit ar ge : ‘fect Pe aw ehhh & , 2 We re ~Y ie™:' i ¢ d Pag ED: aol od 
Pee Te Ty ger aakecunres farefic e ret. Stok PLT COE EP afer Of Pers) Kadsite vg ” Pray’ “Ye M ren Ge EU OO ad inte 4 is. bah ee a tao +3 anne Saou: Se TD Kg BA RUP EUR 

' no nieeey cay Me hit ia is ei arta Ona toate AR Rees ert Sig ian eae eae DANTON Una A Oo RPP ONE RANT MERU a 
oreo a ¥ Pe +4 ‘ be yyeonrr. “7 Ee ye FF ON od ,*2 ae No det -43 Cob Fee ee MPO Ate NA ASRUIDARCIRITAN ATS Fal Ra Bett, EM” yar 
aM ¥> gt wag in tee RU? MENS? Fd | Cet a es a a Ate ht a's rea Ar ys TE Rl Pa eer wh cu nnad Onn el ee i 
- be Pe Ls oe Met on * te 2 elem tat Thee as CS ‘ NT cohetana ia tate ote Pet dtr morals Heaenis gh vbr: - a re Seon 
prt AMEN Ay eg eS SR Ve Arhemena erie od ae aed Wtalee whee sey" ragderts! Be 0 SP TAy RZEN UND Ne, ely Bath B78. Aermaras Ae hr TRpmpree 
Acryitata> Le Asari a'y? py eee uhason aus SUnetyne seaman WY vl cama 
+ AZ% nerpmuatys't ‘ PANTONE WIND URDETS Be: Carts /ey torn 
> % A M2 Ag IAGO TAMA FA Re OSs m Lanier Me i aan 

EARS RATAN AOU 43S tg RAN EASES Pe 
Pte eres APNG Me 





ee CL hae ad Stl 


“ sat PER! IRIE POP 8 
= ak ante My 


Pt Fah FOTN! gE 
° Sra ror 








é Fo cin PotagMytoe oF eaters” 
ab hap grt net adage Temen> be ee GhI Woes 
2 tye aderrtas Aer i) ry 
ayy Oe Pei ie A OE a ee Mn yh . 
er saat Pr Peet Pee ere Wa Ke OH, é é 
Oe dh See Agee Fain, eg Rtg Oa WS a} : My 
. al agit «iP O39 yO Em oe 


pl gL si 
eit G Habe CIDE S sept 
eed pariahes oe Poe Fe ad DO at eI OS ariar ‘ 
ce apa ek AIese CTA NOAS Loa oe TATRA mati ere eat ET CANES 
is nn Dineen teiasehe Rectan ay actainrats PEP BA Wg at OOS 2 
sinh Oe ee pnapaperey tt ihe ame conan aun arated eR ap A ET ar neh $ ts me FF 
Fe ed pean ot anes Oe on Oe ERC RE ene tet eS pee prrdatlgg ane FOR FORE iain vir! tle PUIALE of taf Aa fots bho AY ap appa eee TY) " re . 
5 A ntnen fe et a Ae a ~ Pe pee At a8 a8E YBa asap 1a vag WS tsXer staid AF AS fr dhe AEC IU SLES Vee eat f Popegeatter Paging emir Wie Se pe SOI rege NAS. Persian wee wb Ey 
eon ata ner man tense tae Mie ipeetenee NMS ftteahCl woes Sener pee ray eae pn EELS tole TRAP Let tee ane ae 1,77 eM POA VEY otha scare 
: re nee OTST AA AAU PUPUBLA eo “tar wih. a seal el ¢ mht iad dale tel -einjes vette’ t at ae » Hoes Tne it “tudinal 
epee peti teen pa careening pet ans tetgT te areas Gate ryt fe of arase ieee Pa patra A eS SEY Pe an Bate RTS yA Pa ES BCS 2 Wr eS 2 a a 
“lap er) ES elton pit eS in ai a nanaiat ti sak tty ae Fd il ah sete Mar SES HY afta Pe pa ee ts Fane BA deeb 4 5 eee ae ae ih em et De Re Fa rae, 84°t, SUE es 
pares ik eB ann Ont? mesnse en ees ee Pe grep ara eanarmernseaes rare of 12 a nea BG OR EE SPM Mapu le op tasee oneal Frit PPE ye t CrAgren? Lie 6 Fs wir FEDS OT ola Ee PA er! be me oT Dee trey wet SAL FEC ee “af ly aro EN NS sft wR Ayaan gape inane tA NT! 
ape ted pete ROI Rhee _ Pens Sparen Peet rade Ps Papin eat ates of BEUNY,* 7ATIE AS pohageFS FS" Gace s rene rumen Hg egeorye” Se maa tee ww Pe eet OUR dl i te te i Py t wees SPL PIG Se” ee yen yy \ ee pane te EAE a Sh Ma eS PRES ESE TS Ie Rs NORD K ty conte Fs ARATE ip HAN OTL ae tS Ls PEAANDDNS GAD 2 SLVR ARN ay 
ston 6 eer mere a ea Eoteecore erie prtee NOT Lead Rei Fee peda Perea ee att pd eae any 5, aa a ery ' ove ee. ay Sparse at Bind a opt BOE eur Sacwe , et Kae Ut PT eA na Daath en safes hag be - sts sprere peamare © Aun Te AN ore ontuunsrak a aan eebo CUA Ny ates 
7 “ be ek UT Pipseud cr enatad o” SFIS “oth, fafa.s of -cha eee ea 8 ea er TILE OA ee a oy rs URS CPs pe te, bse one ae alge . Aus ‘3 2s TRUM se VES OAL! DS Ma TAM styrene Nae NDE AG PgR ZA ANS WT sah Nate \ebe Sut. tite fur php Rp Rae aa apres Ad Rs 
Per Te opr HaPeR Foe ORAL Hur OOO Oe EO Pe feet = aae a A Wh rah erate Pehcn 0 "a8ew peep tet IOUT a are fgrarcts «Aran MPL IV IES aS Cus VET Pew Te eee PP ee Pn I S eth 5 5 Der fla. Se SAND aa tel Mang! We Te aan aN WARREN ANE 208 NS 7a, ReMy Py Aa“ 2a WP AP tans AO. ae ary ss ‘om urern 
steer ceni cet tec i ga act Danese tema git at a wane fer dort BEE. NAPA! EO PLN F ofog tat £4O0E, 1 atneefey OO regesven the ee ee ous ee oF ee eae ee ee ME Irfagigug fy At e af ARPA A OO Wig WOE mathg AN “eT Aas er et Per hee ° rete” r dl aaa weapon a tr : 
weed F* Pa at cocoa OT tap anarahe Fak tor F% sonra? Ihe ; E ¥y 4 : ; ice tanga > ke oatne aged 7 ‘ ' a pn Fh eee bi BoM ahs ONS ny BASADUEN? cag Vy Te 2 eer sage ae NN, 9 ONTO amen se 
Fa sae AOE OTS ene Bye) adseFQ ress new nes yA Un CF eOE ALTOS apa Teg 0d LED EEN! OF TT eee pr eS CORALS CP NIN RIDE REP: CMe Pekin al Wt DOPE LEO ON PPE OO ES POY AE. Path 3-o-8 28h yates oe ag Xa Ew TAU NAND ay UTeARAy ts Boe SNOT PAREN” : 
ames waa mn campo eS ebyeiad an pee TY aad lyt i ¥ Ld x 4, Ee pe OP ~ Aas te ses rg. Puy, e & 3 : " ef : nero rte Ratan LUA STS Ke aratcaaiy eth ATR SEN en eran 
RAT seals ns pis ea erie: otters ot Fg AF i rampha Pa eayew.ee remas Oe? emrtatia? oe ruen ter he neat Fe FALL OL Pe ee Be TT he PC en asd, te wight 2% ITH 9 memes PLP FI pe Pee a wigen, = wey FE gk PPE BW Neh eet WEF eS ak ree ee SBD ERAN IEC 0B CAAA Leh Ot ats 2 
ree oe oom are Liemapeerel re natn ter Tae DP Uo irae 6 Gr A rh CS tde OFAN) EAA ey Yes tah hehe! et ET re Fe il prhe oh tf et Pe oo Fah ELS oe BON fog GAfQrae.F ay hes seg: «tees tt Ns Ory nee MUTE AREY Sete SAE REM EP TIAL E yn es cetera viehencer eee 
rer ha = amet ‘ abt Ay ' Z “ oe : mm ’ r - ; ap OE . - Be Dy u Ne DARL 3 FEARED NIN 9 NES apt SUS Ramya 
e Sars re eat arench stent See agente ite a sch et iat afte bth Pa na ay ae re ST ae teeters Rae's? BF Me oy Oe nk? -# eh SE SI SF ACP Te Apel, BW ee ale ake az ey tae ages tga Ve meg AOS: TOA: 2 a a a Tettae 
eo ' mere amenee mcgnnm eerste) ahicfia nt ; CO ah age .q é pr ore ” re 4 phe m4 §.- oe HEY " ‘y’ var ” pA ~ aed bd » omega Ng UF ME RENT ANTS PNT ENS Aerie Be, ARIRIMINEAEATMAD LA, Mm AN Tt aera 
pane pent enn cee Past Are ted OE eS a aad RO SOP MUP Phan FETC REN ERAS Se EE FAIS PLES pA OPO PE tae ga hd a ee o-4 Nae Sara oe Te Ee CS phen se: Sys WES Pee a neo anne Staaten SoAnyPaRe NIREN A Ma SNS HARES G prec pre tee en porate sf 
We sasnamase estes Ov sat eeacseanenasng afar ons parton se jaf ang mm fled Mt r ee ete Te ere oneet Pe ae ee peg Se remoncye fe $e saligt ye Ag (Mae PAPE gy FM Of MMe Meters a5 GRA refines "0 as es = D 5a ber daoed v Were t ra) op Pr nl 
ar esene ty oT ak patie POP pian e kath eP et Woe eee neat ere ~ ra r © ’ - und ’ Y » ET gait tert t: eR NE wh UGS CEN re hor we Se Bro ATs WER OE ANG TENS ana ss ieee wie a anil 
Moe feat Len EN ONT AN an notamstrr Bernt eee pcsne Ee por Rat aah Fa See LD ite tna PAD tet eRe GS BFF ot? tae 5 ren ere ae Pr a bee AP a OU Fs Oe en dk ee al a art eyes ne da GT RAD we Sa NPR art? Ws FEL NOUR Pad yg MYR ITU Ae eS gts he tgDTAIOS LAA’ S PM, haemes erst ee ee ed peter pore pect imen 
rata rn soevind nee peonk tart Fee eee eC re ooo vee ar ice tte Spare BP NTR we 0) an BPs) ee Be UP DP at Fat oN Pe Te pee eet ee ee Boy Serre ePeS re eS ee seh Be ee ae tee eR Ce 2S Ap UTA; F% ° perorer tre creamer nae PNG panies ” Aa A caning tae 
. ! F : ¢ ; * 2 ‘ ware * 03 e & Ae rk Sana rara eneannenteg ota Rie S20) Tate 
a pues oe Papeete Saale ged are tr ay rae n eA ppronens ent! PVE ES oper oaree ys hs NE Es" ot Aepy thee, Dery FONT Pe A ee ee PD 4 * een ee” Pa ac Babe SE DT atid Svan Ng AP Me EE AA pagent eo aera ey hes en Cad Pa 
wer ; : ? 2 : 5 : : ! 7 ’ 5) ’ v : > : 7 . 3 « re end Senge nine Wr UIA ey NS orace Te GARE MCE AERA HORS 
prvars carey sah Sedat ay uptngee® BRET Oe madame Rates wee =i ahaha Pie tah Gig d a Fatah aye epee! Bente Tegel BHI. Oe Mok gM ae ERs St IR oF 8 a ETT CnetTOre Oe hoe el oe ee OT PO TE othr Ue PE ee A ik & ads Hh, DEA eT I ee tlh ahd Pag APE Gta AA Dek OF EL ee AP NER AP Gh AEs OER: Aes Rasa ST te Q poke err 
Bae te Fan ance rtac as Si os ee reteset een Ra a ee ae sane ag eth ig ae te Rei Nee Ne ON ABC RO ee Conse aka Sere ees Sire kos ueknen ontop Monee en enna 
; : 4 ets é red or ete ar igs any ete e =, eed, ier orang we figs “Say wt “ es ries by a 4 > “i Bindi ~ dete ae* a Pater een ag Mage wryTAs AAS TE OATES Fev ANAT TAT sar gt 810,28 eRReM APOE A EPAERSA RON Md otha’ 
oa meet asc tree aed wets nae PAROLE LTA ah Pa MPAA IAAT aT | ef the egret 9 ae senate Dyhe et peer Ore a aire Pow eet ae + Hl PS he ae % A ete. Pe Bae se c ‘agtt Ree x ~ ‘ > be neonate vi 
Peston 6 rE E ; Beverage oFS Aerator anak omens bh ad VOUT ap? LES wheel Whe risk ¥ er sven Se : 3 : “ed ry é y i = ~ a e we =! ae asst 2 & gh SE LOIT fer oe Hang Me Rs 128 ey Rk OS MAR RETA ARNIS wagnmesrtte e ad Nya RSPB PLAS ReRpAgsy PAATU DS pene 
er. peri pee L doarar peirie Pat Fa ANE FAMERS IH ON een PAN emg attest FES Oe oe Fens ere* TN Me Acs ote PCTS tea NL B Spe ale ates tartrate ® Bs SANE tr Or eo tr ee : - 7 
neta inD OER Oe DOE SATE elec renee errant etn a CPO PO eee ; Lae See sneeitge cattranen sw! EN ee ATR TIN Satta Oe OP PPP Ah OT Be pape = OO a MS er Me ry ARS ° 7 Be bere beste Fe aay bates A RIM TSASNSNTRNLS TN pes aco eect 
ri ante: raaarit te 0 WISE GS APT A MIeO. Fe cer sale enn e erat ywles sep irrensmenngre tr nshe Ants Fees ePay tine o ne ate x wits \ oe e's % “YS ip > ae spr’ eb eee Sem tp ee M AM FALE Mant VaPo/ tae Ante As ete na heernsaenme SAMAR NARs 8 NANOS a Mains y 
en rpteh 0 ta oct OT rae Chl gene pens ao (3 Fe a hattestatn ae ares gate Soe POS TT alin ane thn he, RET AIA al AIRE SRN AP PEE EL SIY Y or PNP 88 OS POP ee ele here ete LEPINE Sr gy IE OM ALIA RY oh V0 Va, SP UIE Sean dn aed estas ran Scfegy MEP NMA SWINE LOS ead cote ar Cia . Cee he. handheld hone rene 
ee aA Cnt Slept oa Maete pees Saat eh nest bi rae" pode that 0 eh or wee An 2 alla at Aer Per EE eh tageeraresy ere Pere, Ad MES OO ate ene MS UN WY we Rtg ee NE RA PE EOS EUS aan IN NOR Se ee i Se ene tot Ao eA Me NST em naa 
Ce ean AG abo b oO ara aera eae re Reawees dete na a) pave 2 OETA adel Ser erenapar eMart VOLN PEE 2 ee ee ree gt Py SON AA pet bOI Tg 1h Lely ae OR eS NR we Aro Nga IE ny ee stad rey iereen a At tren a gaa netee fre 9ReA Bae ne a anoral oe 
ee ae eye Se paannger Ere ees repanae ee eesne ra neues Ea pes ee pas oe aca aE OS Sar NOS Sept fre 6 IN Smee PODS PPPOE FY SS Oe eI Pe Se PT at ae Sere es ORS STUN Rect ee ae oi tiastengtt ute courat naan sarc nee ear 
of.om?: - = sar etn res Hah eS set rs 3G ’ nat ° Fanrad a ea tapas sre pers ae ae oP pep net" ~ Peper le Ke © wey oe Ie Petey PIN Ae IED IOS Os ees” re PPR AAP LAE ae Pique erwin e Aetge Pons ry YS renee Fe Age tat ANP ape A UENO note rg. ied n Sieroter rae teeta 
- Re ra Ceara mn Pe ener erat Pe epenate: rye % b genres : a o> ae ee tee Po tensed Sp eninte =* et re NE ip eeh Ne totes © © 2» Ip BA b-BA ef hah Atos : : er, REV IEA My ThA Ne trerTeDIAN eS on picntnge Caen WOR, £66 Ma AY NAM 2 6 AMES 
atein sh OAS ar peep ee ne ne Oe Tinie tt eamteref ts ad re te ids "tie Ji L ¥ 3 ° = a ps bi - Ae : y wey SS sae Fy ¥ we ees eens Learns vate 8 gap Wim ngmeLBURLRNNMS ROSIE nee 
jaladg ie Sosa ict na enact red ain Ae TS Legge dpe Pe Bap ae a is ee ada rere, Gre Mee ae ye I tay Ee en ee PO a le ET a a ah eigh PO pe eae sagt, BADE Ee My a4 f Fees! APatig Oa v AMD Merete see ta ABAPAR RST Meee 
Pinch chee ae are oe vratnteeeonre swistnaeatus Daa eras, eet NY aad aioe ne nah EE ES SL POLO LES ge hE OORT? ORT she 6 4-44 ren ee Sele aR “eine EEN 2 oN gas gh hn TCA LENSE hers Batre oN ptancoeens Pecngisngeener vow eras an onrmaresinance pm aoe tne 
nnn 2 salad mee poe quine o60e2 TIT OLe 1h eee Ror Aral mpan ges anes adyfas thO? Pee ad ih i EAT edie ioe omg gt re er ft PP op aes ent wie TM eS ae ee cane Bere (Oe 2" & cna ng Lt SE AAT VI SELLE RAG I: Sac ome tate mS ata ene ne apr 
rer operat cca ET isonet igs eitagitatt ye bree enw ei Pa ee ee OORT OE POSE seeapits tees Dec eee eek iia ietnsrees een Beacon wanes eammea 
: — a em earn he Oo On kan ) pr 8 ohh Aa 0 BUF ARR SENS OE er es a3 Br MwA Myr AeD OY = ‘ . Pinu ear. . es ¥ 4 ot a a acl trl " a oa og NEN Roma ty AINE AIPORT SREY owns Soaesh phaacetpm seule esate na tg wae FEAL . 
Sees Pat of 2O PO SIN aang # onDT erg dtatnTwsrSe OO Ce pape 2 af Fret egresigereh Mee re PROS LT Fate ah yn re = BEN EN ae a OTN hy ame sin ee . St NEU OD eh ep ags® Apher 255° cle pe 2 a € Vag cues ths Paragon Ke 
5 jae wh PEMEM SERS SERIES shetes payne sehen p80 UES Mh want ar eet greta hy Leer wreigrs : ery? * ¥ ’ awe “hd wens Ga Un ST EYES Sn Pash PAS PRP ERAONY NY » pea faswany ten shat meme Nara ean re ee wed one 
Tt eee eo coaee een cab chapaaent Cele woe Het eons ant nee re ae RAI EFAS. Ba OP” PI Neal dal Pararyeriearen sh F anmepe ites? Ant RPT WE ad et Pe eR aster land pT i OO DO 4 A oe Tes SPOTS er 2g GX WEE MPD PSE ek a eral PES lk hae oT fc RU MrAS ENTS mm aati par apne 
ae 2 ant ee Ta ee ofan anes eR dal er nagee ePaper ere” 2 ‘i Spies ey AIT eae” PAG PLL pe OP ERP, LP” grr Nala eA IRLE Pe ALT aa OE LP OE I Re a ee meee OT a at oe ne oe pets serte a run Ry DUO ats | PAW ~ (hp Rig ihe heer da Re lald 
eis “ PF aa edad Pe oP SRP IS ON are nA Ll. wet remem 4 u rye Bioline yr? wre meth wry ap dd yng wana ONgn. Ar Ute We Bip reay samy ag HEM 2 yn seven te WA pA e hah so, A ; 
ales e OTC nert eR Oe waneeyan ty st ag Fe ae Oe ea rap ° ahem bP Pe Ae HR pe a iar 4 pee 5 } e-4 me J a e = , “ 7] olan Apr ap tat Ag hay ver te 
ait ~ a af * Phe om ret » = OT bts Ge dnl Pres Coys SOU gee Qragre? ee < "a vw" erwrrs Ld . e ‘ ky “ete vie " PrP be Phd a ~~ ah dal oy Wares rune ta emt re ee un eanehad, ew Apa —_ : 
pers gee Sane ae eee paring strlen cette ans or racentinree A atena eee etme tat * ae pet ePae ut ee ets Me Pm. wyaepte Sets Ae PFN 1 ea th et te i gn de dh ae te PS MN ENTE, were ee ie a he Moaihgaetc rate ees Sa es nage CP eure enone um Nn On rane ae ee ae 
ie 2 Po bots ge neh cea panei ietist af wt onan ces meine, Ute ease yr eee? POET i Lead ne art Te ee Saat aiart’ = nent ON wg rippiad ems Ag ea EN ye ¥ a ” ing te i ‘fot ota to “ Pe wee aso xe ek abhans gaa aad ween bp hy Uy eo pets UMN TO ral SEN FOE ae peal hae i APD Pee poy a a a ON ne 
opps Leclt oad $ ‘ Fa Lk gee Pott er her OPES ee le et yeetr ng rete rgnge Fe 0tp eM FO e rns eh a7 the fag Oe . sip tie 4 sev bs 4 m pur ty 0, M2? an Pete BMT ye WE yrs" Ft meh, Roe amore Uter rw Ww oop sag nye se one reed ayemnee . sata" . atoney asrea 
mart ; Seca satis tata gpa a ti eaten ere eT anh o ePrgprts 008 OWES omy @ eerafrr*s 1 PFD = GT IS te EN EN ek a ee Paerg eee © ADA TOT D NeVsrare-se™ spitpn oe ee 34 ee ST aa ana a boy Soper a arr = rene ee nanan 
corer reads Fearne oat d-sqTeniM Taran’ *4) > 0 shag tieea tae amenteen nagar maar, Sate renter Hayle UA OSS Src egers 2 Rae Pek, SEP ce eae ae Mp FRR AIMS SSS Sry? Ar peng ere MET TS eS SPN RG Ae WRIT ot OEE Sonar Sa a ae oe Pale eee Sone eh ates CSR WA Pan rE FR I 
oe (air os So ey OF de reRman Ore eat joretstinh eh” aot er oeaarerass of fuuisl HPSS TS te Serena one Hg ont oP OO eT Tepes rere yhamet LF Po Orgy FEA Oe" Te a ae nie on wun ao rre tyes tT das ak wet rte Oh db tinh apart * On HENS AN qr yer Fee om nan uamnce malta Mena EOS Deca as ey Bana 27 pene 
aap anise is ened Bn ROH TM Fade age rOah iP ohs One it eeepc nec ascernabet ate Te tar ates of Asean” Ct a pts digi LOPE Pe a gg a> Pag? APG NS aie eR a Pa. ENE wlnpt itge ete “gay” SP gin preempt Mats. magyte teglty typ tote” agen te Ce ea hes. ai aa gm ate ag tees ts Cite Feuer 3 any marae eter ata aoe paar aaa e 
peje eee e es ote atte Catind a t™ Or BTR UEP AES FEN TBR rot Poca £e/ Er are peri oY, ce PReeniitue ahem Me ntat OfeOoe 98 PY Setter grange pre! eters | SN Ae yw pp Oa ee eT ae Oe ag NLR ee ag ety ts 98 OP eegnrn cattery eae ote ANT PORTION po precn ef APU TIN Tonganar? Rakary ese. 8 See Sate orn 
: mata et flat oh PTFRE COW RY parr Stites, aha a eT tale ep Ot eT Sah ee ee OO TE sede ie EE le lash sei Beer gy Pr, My ALM As A APNE IER NS Y gis A ey ded op Or ithe S Dp. rota e prayer tg Me ake? SAY? a TN Ls peterieet Da NPIAyee 87> Ste ckctn areca ner prado ees 
pret het ers 3 Be oes rantatarey arersomrarenerns ers A Lea aT St nay painde: p sreed Paden ngr lh” et rere” eee try ree ON” ee eal i Peete SE ey aN nate, OEY PONE 2 Sayer eM igety My 03° uagag FO ee rtarrareanananns tn Be Men Aially =A aay ond 
see cere pl OPT eee Od el ae spe on OA hese GEPNP 12 oye of af 2 a ‘Pe Bagh er tyre Fah Pr OE tite Pa epee eee “ — ' eae fs ; m & A, odie oN Sh pei tp din nn pete 4 ro -#- 4a s yo ppt A eta Poke tgeren ears ea SON to PUTS AS ON saphncteatamess ape Sus saamoe mene 
Far nova eu ttahemeye re egy earners ecnies trian ah : ae . ; ee Nl ae | 7 v . Fe Pe ated e Lage tera ota 4 aR NOL ANE 49g 1g VAT EPA EL SDN Tag rea ts Meters VOM neNT att Ry Ae LARA AA” apm ARR Ag” pont: zi vate ihe Caen Sn Seah - 
= Bea east or 0008 NORA Seo Ngee an pernee ro cep onnconsme ae ee UNA marl ae et otter teh FEE 1 SPOTe TT pak a eA ag™ ys yt LS is" PRT dh te te ore re rege FU YE Rye Ay OMENS eg TE Fe ag Ans tent eee weer age redaaanan  soe te eas Nehonsaseno 
ear » AAPERL EM IPON Tag sao cqnurt~ at aS Ds? «7 cabetntee he eS are tate eee rant as pamnsterne Pat M8 S74 eS Oe wade =F a et gpa AL PORN AS te OP Wher & Oe it ee re ats LF OH") Demy metas LT HNGRARS RNAI OPA NS SEN Fe conan a? wg Nap LAIR mA pcan 
net gr sce morecar Sepa ans ae tanefizees OF 57" smeaTD ks) Aveta eene heey Suman eb ational at POPP MNT TT oe scaly tat pene eet OS apn Mo PEN ety CELIA CA Paes ALG ORES Cady Seve teeaegma Yon yee 2 ta pirat gpnyenas MND MUN TANS iS mmeersasnnnaten nen apo nomy ae 
a aaee praparrad yD propor «AR Pak can Ate OND chant ahr a MO ee ARI oS War TO PEPE PO Ee SF ‘ Bre PMI A EtG tate PUN MAST A eonkgroneieehur are eee vo Api ea ped 
eee epee ee weremenere AN BM fs ca Puts cm ena AE re Fe EO geek Me wx te vac ae as > AREA B (Bead Soran te Mangia erantcaae chat eam aceiateat mee 
iF tert Fe He ENF Ot SP TE oe ed a Fm steel PY NN Pod ho OEt eS NC te ee. oY ie ie ae 4 b peer é 
S b ages 3 Ril ip ee gh on ee 7 i adaO Stee remy Mesrnt. 5 pee aad ane Se Pe) pee anger APoo™ rope Br * et GARE Ee nate PRC RNC OE a inane Au cy tata Fri Tle seE AL ae os Ren hes 
rer th 0 * pe Saeko ae ae AUT np SAS ese PAD” a ON YEN of IANA Fog or NN A re eee ON ek, agg Rs. SERRE : I ort Rothe ADO NES pe sey far BRAM DAA 
‘ a ed ied Pigg moe Eat ee eT a ete an Oe Pd eS RT POINTE ee, Avge Nach. Be EBNER AIMS? SN BAINES Gh " 
pat eee ™ - pata gat Open a on a ae bd SN nn galled tet tO Tare poe eee pe Rae Tt lad ia ih aaa rOrNer tm be 
Atos eA e™. AYA PAFAES re ey Pare % Me DANN Ee Be Tepe geralr@ AMpe see hysNorD “ees Neng ease ey ART AMUN Se wu ah at eT" 
Seat AT YEN NAS agate ete IF a ee ee ArInaR EET ona ae 
Ase ehh Re emmy SO heed ep aot 2 Rae Ae eas tab AFRAID 
Toate % Tanting ee Mert eRe FMA TNO 
a eee 


ayer ont Bert are 2 
PAM OHG E Se a e-eF SRS 

age. 5 )Bin ace ngh gt e Mx. NOS ed sa pty Ls 

~~ ‘ ca RsewA A Pom Rar Tia Ap Lae AIRS Nae 


meron apy: Oy erga rere Laden 1g quart? 
pnguiegts ba? 810 SaF CRS A ‘S" 
Pognnat rere eran seae OTs ANA aren pprann rat a9 2a PRLS OT artes wi 96 ele PTS ore aut rom 
Seger te Lee POR el ean tet eh On? pr. barel whet pia We FR GOOEY tele pon eee ne nner peipanr Sp She Conner ah eee ame 
pest eames tenant Eka Ty ee Eh oe NN a Sale Pit = plctotme BA es ae Ris Sp ple ee OIL a makes er kd 
ow Gad atts Tranter oe seh tl eS legal eis apap vray atapnteita’-s Fann! yerye ew gre slog 6 mags OOF NN OY oT aah tell hehe a ” a a etn! we? 
A Re pie fresh een 08 a DF VRID agree eM cst al oat set wel gyrase sarel VOALs Ae” Ys aad ai see P- ne 7 8 ~ 0 a ae-a-an re ’ 
ee mamaae anmrae pee eo Pe stL MER Meoute Fab Oe PP Powe enter Fae SPL ON A” ’ Sea? att ny ASO I ee thigh emery rere 
1 LC ee re Me ras HFS of Se Ort" On a os Prygngronn- ory? -rr- af ri, VAs Aye et" Of Role ln es arte 
ar fh aie Pp AT Oa heh, Cade pe ae OL aes mary fff Ogee PPLE IE IN ra drpin 00, Whos te enter he™ sans te % a a) eden att 
tat, f eernen epee Tet EIU © pt 8 Pear GNI I 4 gr iee™ °F we ape te? pag Se ee Ad ae edt Page Wo are” rh Rone’ PF LEM 
vee tee Simyreme are Page, Pagar hg it AS Sieh UA © Oe ecth-ged WS pee A FF Rae ICN a ergata Pn Lb ah ttl td ree tan NAA BARAT PALALY PURE AN BNE 
Oar PE Nt 6 MFRS gh ahh Mere hs UPA a te* ws a te edb he es ee eee een een caren eg NN rca genre 
. poe Pee tal we Ge Oe ve <n, eas ell hee FEN SPX EI% Y WORE De stg Bas See as Ne aka one Ane ret Ine Lane 
- Ps a a ll nh tind eth RAR URE PASE IS CP ee and cdeane meter een tet Te gona age trea ore peer 
om aggre Se tee RE Rer site Spt pec sity marere Lo eget ap ete Dep an ad 
apis SUA DUgtee AES Nai Se Bet a rents OM 
CE ana theiediveigaae Aten NaN NEN toe SP 


ep tae 2 ase han Rt po etaser ev easonptar 
rT a inte 
paren Ay Ore rem *. Noss ead afin eee OKs? - a 
? weagnen tt ro ates Mag hOk SF @, 0th andy teeta Peay to OP oP va 
i tor ts ll eq ORIOL an ot Py hye 
teapare™ &e ehet amgrer Pgh ere rt Te A Dei CT aed eee fy OP WP : 
2 a aptan teh Mera ame 2 Cae fee bar ercehmae = AS an Ss ete eS dine Ione “atl agree URN 
eter grt nail ap 0 \ SoHE F cas HRP GRR I f HP Oe aap Set E™ ere Pap OraPef SY re NP Peel PPO IF IE ILS 
Be pap egres yn One IFO OF safae wire pati. tof ah OL MALS EON" : Sp ee een 
a ’ c ame sg ty fel OF 4 he > ode ’ 
“ame oe Py MEIN geeyne™ ore" sat et AP a . 
: i serge Hates cmQe — ty wrpen “4 ery ans Pe goog? PF . my 2 
rote tn To P et * oars rept AA SPS ag pret FEIN a Pe, ~ Z ap eer * PR LUV: 
et Oe ee dalla I% PES PY He IE i i he ed \. eee 0 agi sp Np Hv gO SLUT 
eae? at oo he ratte ‘ fA NE er ac Rota agt alg «0d AIOy BONEN eee" ot Ue 
ma egitn = ORE UAE IE Mtr” RRND = typ ey Rg PTS A 0 Spheres Nye ane 
ae ell Sarat ee RAP te NS apne er «ARAN ete TRh yy Apdrstie Nets SORES 
Bt Got a Se a Fhe yr Ore FO RE Merten SiS Ach tye e Cesta a Vs ae NP 4 , 
ss 2 a Aree Oe OG I ey IO TyPrgiae er tpt oe OY ant ae ad wanes ye Dae senha A hapme eaten Ne oat ee! ° 
Sana ty Ate SINS OAS Pa hae (EE Oma pha tg yep renemn™ “ oe tees ete torr ee omen atta, AI Raa a he We til sate nares 
wrens z met a OSE OEE Rem noes Se, SWNT. SE es GIES ALT BO CR IPRS IS on Wht SEAT tetera PREERe 
wat alga p rengeees Pane WERE ah ae tee A NS Saag e eee METS ee Weses wee 
ee nh. el ae, Me Pm ype hs gta as ese eet meena gts Ree SRST phe EAS Pe ali copay Mempecntan NE SORN EMS LANES TN SES 
pasrgh Seater ed i Mid Ee teat wy We seat i) ony Chip SOR stay hey eat Fetes ae Np Se ee 
NE EE AEE 
- pou eemates SOM canara My 


ae OEY SO 


pier ofiad a Sheers ak hae Hee 
Pin Payne" 
et Saher renee tN AgEe ig ane ty *F x £ 
yrwser | gn ymcom shape GaP t tars O79 PAD 
Se a am AiG aa na Apter eee 
apple a As Paar LT Yi canal 


ie rpms ap tn ba F “pare. et whine XeP TAs 
Te ee are re ee emnaerenntice Pam NT deal OE ears hat 2Teree Fopmestn? © : 
whet ada pn tne tee aaeryrenet esapohel ot ah Plt le CaF? engPyhucerete tpdor gee! POs teal ne 
wine tvehante Ca stat aPaTeAses prea eae i deel rT aed yer ere at Pn ae dnd pe eee 
, at oer espns rq te Weta Nee! —_ shat Og IYO? 1 

ne nee afagty fe? en how Katey ee ont tsar at Karel ofa rate 
tne sek anh ett er eteweraust Set emanate pane o 
aPunara 2 fe een sembaserale Wm he! ae av ey NaF E Me ALES®. eae eT ad) ? 
a a hel seegenyiee it ge een? # Ai merere- ee cae Figo 0 a” eG tel Me 
er ee La TT eeettiad at Ge army Aarne = OF 
Me Mtg Or A oA, Comm 
pane 90 /> seg gregh aren IN IE . 
he OPP PL OA ae PF 
"i Phy ee 


Saaaed rent teeth e NE 
ey Sor PUTS 


Pe Sh rae 


a ee PORE PO” ONAL Pete Ae 
Sand ue ae at ore a * e Se ta died » a" F 
Ae of ee ISG eT nee Pe Cn paris a Ogee ts OPN 
; GOS es eee rele gong WR NE MOE” OS ONIN 
aa tang thane Me Co ie PPD Goa Ss bat Spee of ge Oe Ae 
CT Oh led * wtp 
srg 3 me le dh ey EB 


en deih-o 
le 


shy = gf al rragy? F, 
. atten 
arg ne Woe? MOM » Seectin lana, ad 
ott On gt pe * 


amtastme Car nth OD wet a . 
Sem enol ee 9 ‘ s Age oF a Meh a Page> she 42° Awe 
4 ge A Gam ewhty > 4 “mm oA ao ithe te EYP ty tee wee apt Soke i 
: ¥ peeF go patna Se rani? ao Seinen in te Biden sar, 
An ty art ri ew fe Nye naa te we Re eM A. sary nin ge PIO en ee ; 
aa 7 sgh sw 8g hy a r et te MI 74% Rn eee teeth Se MOM paren {Set re Aye. hs Rete 
’ " I gm yee ehy WO’ 
pr We “re ete ene AE Ny Abn ae te ote Nre mpc ants % Se aw aye nets tyne PNR N ao , ea re 
~ x ? ° “vS way ertaee ~*~ %, rag b 
fe pee IS - en “ve ar setae am ames . eee se  pirayerty ee a al a rerm pe pepe Romy MyerYy Ne cmap: SHER BA raQetern wey eer eee at LLC 
we . grange ore? ~ mee eee ae o pmgeh.tig nyt ate oes ay? Vorh Apo r dyes Me™ * <a \ 4 
~ ene ese png er, npr Petr See Pu PrN ee Ta pe eS ee " eyteen Phos BIR AAD IS ae a ne ne nenenTee te et ngs 
2 Pe der ene a Ia te SQA * tHe ; . - wile sie 
sage Neti te hs Bi Oa tye wate 7 
treme .* Ree yee SRN oY nivtatery PT peesy ee'e! 
mat an WR TS penn”, we te WO eee Ey” 
Dreads Mwy REDS Oey “end 


ee ae ey ate dat dh, iy gee oe 
pees ty, UIA wee Je ehe ete Pay Dg 


pnetsat 0AMND 2 asi ob ORE OS 
Caperetan DOE se farel & 

Sea ax wt wo ts ORO ‘y L 

TT ST uel * 


open Cre 
ait 2 : 20 te Ter 0 70 PON AT 
etal ate worse reres 53 i 
i hii Oe ay pa ih ere . 
p-pranaparer er a tT ee pp amange ‘arenes geriome er nee yh A? oUre ® re = 6 eae, ‘ , 
Often Ohad Cor Ra COL sae sp aagery “ pty Mag tgta® &, ype ay & at aig ghey Fp wal 
ot ofa bt Al ae” pray a anhat of conital . one yee “et, —— a 
we ADO, WF QR ONG vOtyn Oe OE Te . peak gina ee ON we Ae eae 
aalat G4" Ay? F Be ay Pilaf” eye ara tap! ‘ 
argentine” a yrymiar any Pe ae 
7 ao eyes 2 ae b= Fogo ee Gy" » s 20g 
ee neers Pert ed palpatr tri : ‘ “fede orate mye mye asetahinge © anaes « v- ~ 
oteF , tea pata etry Tacghce. a cette ae eae Rh hee a BASIE Pry Potten Ma Pat AG Pee dt at A Non Ayn : 
ge Canty nie Fat OH Suref aeatateeh ware leh eRe fF ny Fer PP ae Pe iad ao ryote A rhals rghn Os eee opty Fe wen * og eee . “* ‘ ” ~~ d 
aad cat wren Apt OPEL ah Ms eoargete! Sepa pe sh rege ¢-ake Be % 21 OE Cl ete OM se tearertiayt tlt KuteNemers! a7 * voto A ae ee gw 
<a epmpant am erte a, a spnrnet & Msg ee B Bees tere our v4 wu Trew y P ns sae. Sereree® an 
a enemy? Heyer 7™ © we Prt PQA K ROME . be PFE Te ag gaat F 0 I is aed neg a ~ > i Pre Se a haf aroma \ tr Uae mi vient 8 p nang ee 
tents & eo — ier 64 ca a aye € we 7s —ery? 9 Sgt re 1h, eh tg ee %& wtf amine = teats = Nyremen ag aguae te dl 
watgttgtetyt sees eh OF - ergs Ase eyh ses Sg fe ate yt, et Use Oery er eT akan aster eer int ILE ay i a Reaper eg ue naatags 
bg ales = ; reg We ae ‘oe Pao Pt KRUG yN Dee Se REN@ waew anne ee nena trade ae Lael aeoeagrne ene eq we 
ae te Sey pe ee neat 
sa atofiatig ey, WHA Pete Werer® Peer ee at antay a fe ‘ ‘ e ee gta wats ah emene rae et Re aa 
bl pe UPA? 4 28 4 aay Pyro * f yo ..e $ Ww m my ; Ue es BAT 
ae ae C +) ood aw ‘ pagans 3 OOS rey washes eS aah paver Ares PURE Ute Bes SRINANES Aes atyee ere Pen Mog Sys re we EPO * ree 
mu PQe et a nd — a = aaa ¥ Sunes te a gt™ MgO BET paar 3" ogra “wee S eens eee Fl entity Dy tete Sar eo 4 ona pe 
a = + eee T. owe « ye hp Dag a ge "® 1h ef! n/t * Sop" gi Wty pe SO ates ZA PND wg OTOFRAR TEE EN ON TAS . . De di gohan EN 
- ee owe gt Sey pe eal ee ahaa air tas ate teergp  SNAT PTA OO Saw ag aah One Parag perungrtg ARS he ws 
wy eens & PF : Prprporreet & Re So teem gt ode ate eye OPE, © ae art Be et all Aah te Apple h ee peae ER 
amr ate gw giky err he te a Metin) ap Rormemearas pr te = Re = any ty (penare ” ae ’ . 
ote: OD tytpme eS nea te Gs mate & wee ENN E? fe ep Me AE ENE 
‘ ty Bod PAG FOsRH sO: ot. * oa) Asan eaten ePnp! DARIAN NP 
vg op ge ee Cenngtaens Ry * 


oa ~~ 


ee pramcangeastey Ot End RIR Fosse pe Faofigk & 


Ota tee 
Pa aad 
sung ote 
Soran Pate, Yer 
> pz haga te ry 
math SOs OAM, UCN eR By 


lp ck. ahr OA G 

poo dT GAIL OPA nga afrie LaF 00 UFO, = 

cla at a atin PP OY OS FT et nel Pe ato PAPE ONL PLIES, 7 
Pacey ohh AelGy on te ee een ee erciareaa casera eet er Sn eh nati Fs ‘ 

Paxe! nh. ft ont aD ER" et i abel haf Wire feet Fr teal alee awa 9e CEMORE we @ wien tea at® 
vein a Para ser cast ore nat Ror St and - . 


ee eer ar 
hp ga we a aby WP OLE eel a OP . 
arene Td dl el anh dah 
» 


aft Bye <a meer ~ 
sf ghagh 708 6 PAR OVE © = A wae Pay Foe Suen” *¥ rans aye yt? 
fae © ann, eh * ore | : 
= pane at ‘ voy atm ee th Oe ot Eryn ame oem &§ wy ateyd ‘ : ang tg I to ee FS 
en ’ 7 Mt eae EFT reel all - - 7 oe UT & a, ——~n ‘ 
i ‘ ‘ Age BD %: Us Ged earn yee 
I ee A ee) ell atl . = * Nerteg atta WS AST FT a atta 6-4 Ay ana a Wepmpeh s 4 a GTA geek pawn MSNA? 
» p %& 2% \ aight et, SWS r< ING at POON At phyla ty an Re et ; 
penta, eae Mae Pe Ow : a Ti es ah, he © Ae re Ph apt mary Cr tytte AD FES, 
OE ~~ 1 2 gmp One 
wy Pe De trp gga BQ- a Pr Aegean 1s Meo = Ne & Be be Beare ete es CANES : 
Ae ye fey YY al hy Ee ath da eee end ony Breen st MPN ome SMe 
Sag ge Phe hp FF ee ae Mane, aay ep re to 7: wees S Seve ar Wes $0 OR ES Cs oe 
en tell ce a Realy AAV WTAE AD UENO se 


rex « 
me oi Pig et OT” iy 

wr > ‘ on] y 

gee ee wr 

pe typ Ree ve 


Pgetaon ganfezrar ata; 
Oe fata tne af SET OIE J 
spon Ub 4 OMA worry > ar w= eyiarye MG CC 
Lehn EADIE aw we TUES! OY TS - yo, fg Per Erne we eT ah sare a ee ais a Ae er ‘: 
Foe onan raPateret el ot 9h Ae spaareeerds’ 8% Fae wend ihe cet nd Page aby 980 2 OAT AG ee as eamntes tirte re eee tine ! 
, é date oar a fare te e etl wMsr pighkta «= awe retvietmru + ae “ye 
am mE see ee re Peeper orig? ad girder J ee ae afer 
r Pe rta ahh 4 Re Gy PIE IO 
- pg te orgy EOE r " ¢ . ” yr iy apt Be 1 “ Wong tee z 
ng met eh ae 3 aa A LMA eng ™ ee nepoPer 
te mee . oy pens & Oe Oe ee <8o &? - _ Fs eu = 
« ee ath Sots Veo etcee™ Ye Ape hgp*z Ryomrn te > oy"? pe F OMe Mayr ® I Te ed 
. r ~~ . OD LONE parapet, Paes opty, og et 
witty tee we . / tel ected etn Beh Re in) Dla ee oe 
> Sn OA aden . / mye EWP eee 6 egy 2K cnprty tap hee rey SA 
ba Ha R Ppa I& VN « F . . > ae arm chetainges Bererte Wy ® Bae ao bm ap tm pr evap err er ee seeptae ye 
a at peer IP . ee ek mp ~~ =i memes tert 8? hy Me te nan tal pigse ED! nu 
eg pe ane ape ant be meth eRe ETAL HONS Ny Tern gna alee MMi yn cgupiareghaApre 
que 3 ost was wr ones Pee = - ~- = nt wn em wy jixagrae Toe Page = pd oP MP ATS opte Seton my ete wo tet anchge« Lene Agiee torte ee erate AES REIT A Oe Ne NA we 
ce Ke geq toner bs : {paere, er « s Serge pn nt OE PION IO ZN - eure ay tg wean 4® prone SHS ween et Agttetees oN meee” Senet et ste tHe EY Ne 
Haga s a pee ere) oye 7 qtee 0% vy - —. " . m# tm sheer , =: - o% ol _— a~ ay were ate AEE pe ~ Nehe Oley Soke PY neem. Seager as be Sur Fea ote Oat praca y= o- 
: ened pi yo font a <a Ee = ey ag 2 ORT oe . 3 “< * ES eres a” Cane Se agey sy we “Ss ea we Wee tS * ee Lae ig are aitieaes 4 oe oon Shap Tents QE ere ds FORTE eo eae aa RN Acts Beane ed wer 
ke - ee er a ¢ 7 > . : ae tpg ert e ny pn Se ale abet th “ 
or fae Oo Caer seat eee ee ad puget Rpt ae gh 14 OF wf ~ @ hegre We > he Se aap we nee te Se aie ae Rae er Care ET ate 
A ' oe reg” . r. * ~~ 0: ge oe wet wh nace amg «Se PUM OPN ee i a aoa tl aah? © eaten hese 
= nae Z ee an a - : outtem™ a Fae ie anid yh AACE Feats eed <2 Oy yer ea are . 
; — pn geader yor ty es eet ye nye amperes me 8 phe Saree pages ee re wae AS ee a en Drs ae : 
a = et Lhe aed Pe ted tee oiinmah aaa Qeen es Sete we eye . avy De hemeNa Te Om nated 
- * ew ne y nyvap om pe Cat Poe PsP 0 & ayer oH eyes here MEAD RON tates <AF a a meat Ae eee ee eee S ++ 
 # aww vou? ow cg Wwerng este Wee = 9 mA agers" age EN PE Se ee ae. Ned ere eam ameter ae Sp ae heme RpinNeestn te Ne 
: =a aes Pe ead phe haere t rete ye wee gh rhe ve eee pte ot Pein POET. m green penton ai Ney 82 SEN aint 
Se vege et SV ~ te OR A Sy Ls ele ead si aweatenrete pte encaye aay TPS ameeas 08 FD (rhe heme 
sc Pata gto iingtha te Newer ae Oe Gees wie = = per ie Yt Eee soepte ew a ee — 
e eee ww FS - Seer est Fe ay i ep Oe a “pws TF Taqnragenn hese ear es Net gets 99 UO FT RES 
—— awe vee = p * act a= Up epaghest ae yh A+ ome gages hr" » enue «teh *y eer fle ee eee gs Me ee HANTS 
= faa eras Me anny © - <P” anh on ew ten BOM RE es er Ap ep Os 
ap ove ey 1, Se Py Dp WRT” ryegre awe p setyr rae eS Sper RPT ALS Pere ote: “5 tate ™o* 
ww. oom, ts nl eee aly gone: om parent pw emnsras stews ape opt te ten Se ae 
~~ pha serra ty % ahkotgets & ugh? "at ey Ae Oe emt Cont enim erin Stee Re ewe NTA Paget 
. we * wy am. | tpteony WOE TYNE sewers Ry ek: 1s Oey 7 cate ee pe ene eaten et 
etry esre® te oh © sate Se eP owt, Yr ao ete oP Org ae ee wetter Var er’ ap Mp etre ha tp Tat 
Mer Rep Mpptamns ha RAEN SE we fee i oe va na wartgrn® =* es iiarameataiel ‘CF nm 
nat ed, Meg ® Alien yA) aeyphe te e™ & wen eet eI PO Rdg MAAN Fgh cae manger My tng? tte Nana PS a 7p thy “me 
ge ep eee en 8S wa Re pte BeBe he Se ® mtg ee ae Barta SP we egophaay where 
en 8g Erte PERRO PAF yh aay RS eye et = me mete ty oe SAP nae. Atma © pteee tak 
— Serpe Cnn he pty a ae wet WL old Ne ee apeids amie . 
tel wey LE Ne e™ nA peg cee” Sey" meen iy AP : 
. mae Oh em ee nee 0 Bee EM, ete og tss f Mart ater vee ewe hy 00 tt 
aur ” ae Ce ye F Pe vty het ee Wg TOE ‘wet 


os eee me wn 
ae » pts gp Ome weg ater = By? = tee Soe nanhehtp ws © 
.. yo Qermye an Pete ® alee 


oe a-ak S Seyret eres St id ? years —— 
thee a ra iprarat ertesne thet SONGS Pate Pare eens Rn ate ae ee 
pap AO erat mm omer af%* aPhaw etennrasasene he cence ha negretene ets a rygaet yom = TA a ae, tad ind we 
Spr ss pata thee eondetn= cng ei eo A AE” oes pe cial dietil Path FET wre 8 OO pn otpriqin# cache eater o Ka rwl at pagcegon Pe ae MIF gegen podigt Fat of WAI S ate : aH yte ALS 
eee age ne ot eh ret Caer SN" Pate Rats Opa ey eh nar iqeva etal 2h2" pee Se ken ne ores ppt erated Ay” boa Mt = - pu Fapt ata” COONS Fada yee PEPIN Ook SP a> we 
a igvemyene es’ ~o* compor- cer & Fenian ronyrarerernOy oT Se np eee oS dale meret tant eey cope saeratece | 1S ~ fe op fee 
= se cal etenig cane ta haha © ware oie sean ge wpeepret we mee pacengtatgitatels 2709" a7 gre Poin > ered srg iy er, a i. le * ‘ 
a ” : , eplage of of antabe te fqvet <A Pat ae PY oe eae pattie, Ip Pemogintic . La 
esta > eee Cre ef oo =e 
~— eo ie ae, ™ ‘> 4 
gm ft ageya sl - 7 Pen 
wey eR ere: Ue Sete 


« 
at Pat 2 OME gEP = EE A.» 
‘ aut Pet gf 2 Pye * all and 
F p ae 


apn ho 
Siew my 
oe 

me ewer yy oe" Se 
eimat te marth ly -—=— 


yee seh Pie 
gt al PRA safe re*- a a 


sod harap oF 
at Ot yy tag ot Aa or 
nn typ 8 inne I~ 


egestas he re 


ee ed se 
Pee a a 


* - are 
PL al ot ade™ east > Me Pe a) Med Pah «a> sqtatet ee 
ee ac ie aides ates? VP batie*«d tw an and gt a Me % + °e 2 ’ we as 
pehernmane S947 5m sete MP Git? ene ree fas pate 0 ee atate © ove 
0. hae the tee A fhe ee phytate mret ” 4 wee a 28 
re og 8 OF oe Pet OOH rm ue PA re - Po el be of & « «= ¢ ‘e oo ‘ oe ¢ 
a —_ a = fete X ~ a ¢ -” soe ~~ ah ad e*e »™ 
yr tee er co re amet Cathe pho * *% = ~~ » me amg Ne tA fey, Bp Ot” 
e i . yea aw 
pufin fw we ° we = Reg ee hy A ee Teme Fs 
. eed, “ra ue gee? 
ort & 44s cee te* & 


J ofa 1b al BION O° a eel eae 
jut.oar amt yr ver trols tg De s vad re gto 
nt ete & orate f i ® we aed peri eycw # fe 
gy ore’ 8 - of wn et Oy el 
J "of we a te at 0 fatnt our mm ep tee 
eee OY sd fe eta Oo® 


pete Satpen a Sects toteed aC Agta 
powte aby SEE Mares vi 
el ergs et ewer 


pe IES es ee 
el qa nttgt #0, oa Puen OF at at 


thle wai qe ors 
ee ake 


ieee 
ee ay OF 
palatal aan el er Pe nt meaatind 
ae ot ahaha gh Cal erratn t= gap. gine Ane 
yA tadwaterm 12° ee del nevtas etme 3 
wo ent gre? of eb apa de a eateltehgy me m= tern eoqe ore” 
=e Sanat a” Pac atat ork 7 eomtgtie sr FH paar fatal eT en ghee l teatl 
: stage SP aoe nrt ah §aySat yt or 


ase 468 
regres 


pO Td 

Fes weg eae Pet OE on 

grypar ire © lat al om Ms happen ont ee ein dmie ol 
ne ~eg arts ae) J 

ene Pw a? wate ea ee Ce dad qa ant ta typ oe et pl tye ee avargnmsgt of det 

eT Ed ele pf eFa POR Pia OT xe = 

—- we EN Pater. "yew earesnt a etytaen oe we 

ae gt AE te DAA Gina AOS 0 Ge wn ot gtel i 

he Laake see a 


ee Aa 
Fn Pup Hehe ay 2t Fores aa enh 
wang ty TOP weg * ‘ 


m% ~—- 4H re rege YN ~ my, att ge * 
. motte ® eo Ae 
aad prets « ~ v- 2 
ove * Pep PY rt 
o> = ye - - ~~ Ww " -&t ws ~ 
~ » wre © Bey ty wbpae “Fe ore ote Dyhs™ 


ie 
fo phage ® 
re ed 


pe an GaP MAOT © 

alo 

omy wets 7 * 

sd fect Aes thy tem grew asy f eX 
° ® = 


re hd ell et OF atte Oe a ed - 
Pe ec £90 rol a= 

a ¢s«. =n ft oe autateg oF Shee < 

v4 Mar rt 4 


ns <—* n 
Sat mye Coated 


. 
we eye ™ : : 
A . on. ote 

- ve ~ = te i 
tat A 

awe? 


ect 


eg at we 
, Brin = me Pggn Pavey PROT E 
bee pe eh ens “— 
pl e- O ae ja maou waa Eres Om ™ ” 
=“t€ . su toon ay here ote woe 

wat ow 
bh ene ofa 
at ~~? s 

owt ww 


Dar ge a oe Carer nt Pera stnene _ Ure 
ey be wrepe atete sfRSEsa: © 
peePaw @ ater ee ae 5 he Pase aha o 
. were « “ \ : 
= A owwy 


* 
eae of SM OaOe sina oy ot ee 
gee = 6a I ~ a F 
os » a i -xe - 
a . a%" = wee a 
so ° > yaa we TY «pe . 
m~ ~y vw “er wr a ae 
Pays PY a: ot Se ee hada 
om ¥ oe twyow ry 

MOE a ST 
‘eo oe & te TE “ver~ 


La elie ote 


nee ag 2 a NY SP ROAR OM or 
tye ton wie ow 

eepne «pee ne eran wraptn sg ae Sy A 

Ss dae Behe ee eee Oe hey 

Te RR qe sty tate ee ag we Penn” Be seen aN fees 

ag te en ta tA B= PVA myn tee eT eg tee ee 
saws & Fe he pan hye ht ~ etn ote = (fOr 

we Magn an ata =e ~~ eer afte ee Bm OM Me & 

Pt te vee at ge aa 


- er She ae 
ao parte ome” 
qe YN 


oe ae al J 
eh SO @ et IGOOS ie 
. Rtas tigate maleate sO - 
ret saeren FOr _—eartatvnare C9ey ~ For aba ® - 

—enp = eHP PP f anfo te 7 Te Lill 2+A co 

Pmenien way San amet or gree one! <a etna ere ° -~ ee pee Fe «fe @ yas ore - & ° ead we 
Cadararen ¢ ww o “atk wath ant Gr ant ogres Ae = eae a att* AraC: -% our ae ‘ a . ie - ~ . 
© eg Phra or” ar pinata wera ow weg Re yr” ro - wie of ra parma we ree ve ' rs - a 

Fe 8 oF OE “yoy « sng emratterwer  sF* fae ane ent e « — 5 ae 
wo, oftet~ OF Pore SPT at os ed eed aim ar eo ae S * Sd & c “3, io 7 - a - @~- wt 
~ ce ot ate ee are ‘ ~ =e il * » She ~ vy 
s or Pate - te ~ - Pa “ 77 _ ty ope “ me “0 
oun od wf ayer . a od. 
’ 2 ry" : « @r-= 9 2 +e «« - Feet re emuget= 
5 - = yo) ~— UN Feel Patheneied Ok ed 
~ ° r “9+ a fea RAS Oo% os Ase tpt 
* aaeeet - 
aie 


Pew» © inane Ee Pf OF 90 
pinata Pada tar CCARee® 
° taf «9 vot wae a ao eraameeh ee le ide 
ete pe 774 eae wh OF @ PO Pn On 
rd - 
Fe el de 
- vm een 
. ae 
ee F F wh dotet> ~Se 
-yt © 7 ‘e greet “te ee wm % ween aw 
1e - Meee uote Be Syn em em Ee al 
pte. ape. fe Rte POF nee aa ety erate: ie = Fe pate te SET 
a es pe ee eae Me 8 a egy he 


ete etet Sar totave a 
nr aa al extern s of 
rave ort — ae woe Re eee Ra eke of on 2 
ont aaetete me tem war a Brweare”s” oder d rk 
are PE SORT on atte Ore TT ht allah inal go pany Paegos ee Ie 
wae (a sae alta t has WV gturmt! “eT f owt cant, ~amcsaptel mAeee  * ie de Pe ” 
= ome SS wralgrmyn U papig tot caginad ote 7 pe a ah a Pe al del rwhaafesres 2 ew oe 
oy Boe rw han! ween Ae on + ve pf meet weet Oeh my wer wet rg = al nla Rune a = ‘ 
P| GRO tai wha = sn? eagle ee aed pacar oPfunere® aon are ge ¢ ° led start ma <“¥ t%* «ae * s ' aye eee we = es 
prin epee ae roe Me tye © sy ose sh a* Pd am . . - r . ea were e ". te Se <a ¢ 
=ewea or a oO tame o een ef - « al “ > a ¢ 7 aww” aioe ae is 
Ff uw eharenee fy : . et RO la Sean v a cnng C28 ong eta wwnne ees ee OER 
sen , tem . # * getrres “+ ee t purr ~~ Save oer ernn we ope opto: Rog = among eee? coma YS qnteh ote 
J fade A . ~ . = -* * ~ see segs + re © 6 - a + Lege * 9% So® WT J wes Bee = 10 Heating SP 
~ . a « . re oe we ma fe aye “ poorer ere 
= ° a) . - . ~~ ¥ . > a iY a a te Deedee ™ mee Behe he” ser 
ted a = i. weer ef Po fa Wine eerwwr 7 = ww +e - ~ ehpee WE The eet a. 
ey “wt, % ow — ~*~ wa gtr pe tte oe - so SS + . 
; e . ': S “ as Acs eacs twee -~ ty * ane Wate notes AD we my OP ee eaten d 
. ~ ~ . = rae vt rere os Ye se at 
. - 7 oa fF wee S = * - ~~ ~r : 
ew Pe ee —e? ate ay “es foe ae pe(eta Tne EET See SEs 
“es 2 = =208 > © ms %.4 we pate® Pe re Pe 
va tee oF x“ gener = nr re a 7 Ole = st 
a <0 = 2 wee qc ert tne 
we phate mese rete © 
mm Balede te MIT 9 


& 
‘ 
f 


nee of ge Ahlen 
axe Oe Dgtaqracwmaeer “wt 
pum rere OF hp CAVES 
song a es HS o wits 
oo gee wm Fe 68h HRT ROT Her Ow ee 
eS TPA ne te eye ome 
a i 


em meet ere 9%" 
. o 0 aw 

sQe~ a" fe 
nee S gue - 
oe = 

~ 
“eS 
“ee 


Se eee ae a pf a ney al” 
ase em en ad vere pee ated ahd 
oF att pad F- erate V9 Meo angr9e eu? 
2 non af eee OS ba = 
ee ton « «were ~ a. tee ee 
ae afed oO = wh eer age” — witnTn «. . 
y inal pet eterameiar rae OF aw 
”t POTTY ein <a 
aula 7 Pot geen Fe aes 
‘ - ny 2 Pa i all ~ a 
i one « - ; 
Pret 
« ’ ~ i 

te ew 

2 — ~e 8 , 
. ed = ete Me Ne we m=, 
» ae wwe we ~ =~ 2S 
pe whe ee ee ~ %- 
mre geese eet 
me tara hs Sate On” 
= Fe Oats Hoe 


~~ —s 


— 
= “7 Sette 
a ae 
« eersera 
e~M recat o~ Peete 
fh Oat ane « 
-_— « 
& ~ 
fia 
= ow . ww e 
e <%" ao 
fer - Ms “7 on 


’ ° 
a'e™ sme ee 
cat Ow see 

PT “e a ord te PS © x 
~ om oat ad Netra! Aner Ay aneees © ‘ » ” earn 
Pp claeet? ae wm Oh Oe rend Toy! 
ete fur anres © 
a potest ae Oe tae 
en oo aie < 
sae. © oom atnvran at © . anmat 
oe iw ad ae 
¥ ~ ‘4 
nae e ° ' 4s ty" ” 
- — roa ” i * ” 
~ . —_— ? an bs + ™ ewe 8 a 
ws be Se «ye Pw tr ~ 1 Thee Mag. Ohl ys st 
s o% ~ ~ = —" Rickain ee ee Ceaeta,@: te ge Ie” 
z, wAatatdey ints ote ee = — aw tery eeu * 
~~ wr 


—— ” “ 
e o « é . 

. oe % - = i : 

~ « “* 


a ee eee ee ee 


DUDLEY KNOX LIBRARY 
NAVAL POSTUHKADVA'TE SCHt 
MONTEREY, CALIFORNIA 93945-5002 














NAVAL POSTGRADUATE SCHOOL 


Monterey, Galifornia 





Lee SiS 


COMBATTING TERRORISM: 
A GUIDE FOR U. S. NAVAL FORCES AFLOAT 


by 
Hubert Lee Broughton, II 


December 1985 


Thesis Advisor: Russel H. S. Stolfi 





Approved for public release; distribution is unlimited. 





RITY CLASSIFICATION OF THIS PAGE 
REPORT DOCUMENTATION PAGE 


EPORT SECURITY CLASSIFICATION 1b. RESTRICTIVE MARKINGS 
ECURITY CLASSIFICATION AUTHORITY 3. DISTRIBUTION / AVAILABILITY OF REPORT 

Approved for public release; distribution 
JECLASSIFICATION / DOWNGRADING SCHEDULE is unlimited. 


RFORMING ORGANIZATION REPORT NUMBER(S) S. MONITORING ORGANIZATION REPORT NUMBER(S) 


AME OF PERFORMING ORGANIZATION 6b. OFFICE SYMBOL | 7a. NAME OF MONITORING ORGANIZATION 


(If applicable) 
Code 36 






val Postgraduate School Naval Postgraduate School 







DDRESS (City, State, and ZIP Code) 7b. AOORESS (City, State, and ZIP Code) 

iterey, California 93943-5100 lonterey, California 93943-5100 
AME OF FUNDING /SPONSORING 8b. OFFICE SYMBOL | 9. PROCUREMENT INSTRUMENT IDENTIFICATION NUMBER 
RGANIZATION (If applicable) 

DDRESS (City, State, and ZIP Code) 10. SOURCE OF FUNDING NUMBERS 








PROGRAM 
ELEMENT NO. 





PROJECT TASK WORK UNIT 
NO. NO. ACCESSION NO. 
TLE (include Security Classification) 


JMBATTING TERRORISM: A GUIDE FOR U. S. NAVAL FORCES AFLOAT 


ZRSONAL AUTHOR(S) 
@uanton, Hubert L. II 


'YPE OF REPORT 13b. TIME COVERED 14. DATE OF REPORT (Year, Month, Day) 
Ster's Thesis AROMp a TO __. 1985 December : | 


JPPLEMENTARY NOTATION 


COSAT! CODES 18. SUBJECT TERMS (Continue on reverse if necessary and identify by block number) 


lELD GROUP SUB-GROUP 


ISTRACT (Continue on reverse if necessary and identify by block number) 

The United States Navy's forces afloat do not have a single source document that 
lresses anti-terrorism and counterterrorism. The increase in terrorism world-wide has 
mulated the concern that vulnerable maritime vessels will become terrorist targets. 

S. Navy ships in a restricted maneuvering situation, at anchor in a harbor, or moored 
‘rside may offer an attractive target to a terrorist group. To deal with this potential 
‘rorist threat, personnel manning U. S. Navy snips must be educated in the fundamentals 
terrorism; the ships' security program must be evaluated and modified accordingly; 
‘10uS watches, sentries, and teams must be trained in new anti- and counterterrorist 
cedures; and contingency plans must be developed to deal with potential terrorist 
‘idents. This study provides a guide for the development of effective anti-terrorist 

| counterterrorist programs for any ship type in the U. S. Navy. 






Terrorism; Anti-terrorism; Counterterrorism 


ISTRIBUTION / AVAILABILITY OF ABSTRACT 21. ABSTRACT SECURITY CLASSIFICATION 

UNCLASSIFIED/UNLIMITEO (CJ SAME AS RPT. (JorTIC USERS unclassified 

IAME OF RESPONSIBLE INDIVIDUAL 22b. TELEPHONE (Include Area Code) | 22¢. OFFICE SYMBOL 
dusse) ee stole 
IRM 1473, 84 MAR 83 APR edition may be used until exhausted. SECURITY CLASSIFICATION OF THIS PAGE 


All other editions are obsolete. 


> 41 


Approved for public releases distribution is unlimited. 


Combatting Terrorism: 
A Guide for U. &S. Naval Forces Afloat 


by 


Hubert Lee Broughton, II 
Lieutenant Commander, United States Navy 
B.S., University of West ™-lenm1eGse 77 i 


Submitted im partial fulfilment of the 
requirements for the degree of 


MASTER OF ARTS IN NATIONAL SECURITY AFFAIRS 
from the 


NAVAL FOSTGRADUATE SCHOOL 
December 1985 


ABSTRACT 


The United States Navy’s forces afloat do not have a 
Single source document that addresses anti-terrorism and 
counterterrorism. The increase in terrorism world-wide has 
stimulated the concern that vulnerable maritime vessels will 
become terrorist targets. U. S&S. Navy ships in a restricted 
maneuvering situation, at anchor in a harbor, or moored 
Pierside may offer an attractive target to a terrorist 
group. To déal with this potential terrorist threat, per- 
sonnel manning U. S&S. Navy ships must be educated in the 
fundamentals of terrorism; the ships’ security program must 
be evaluated and modified accordingly: various watches, 
sentries, and teams must be trained in new anti- and counter- 
terrorist procedures; and contingency plans must be devel- 
oped to deal with potential terrorist incidents. This study 
provides a guide for the development of effective anti- 
terrorist and counterterrorist programs for any ship type in 


the U. S&S. Navy. 
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IT. INTRODUCTION 


The term terrorism is commonly used in today’s vocabu- 
bate y« However, an understanding of the term, its implica- 
tions, and its complexities eludes most people. It seems 
that the American people are becoming more and more insensi- 
tive to terrorism from having been exposed to reports on 
terrorist activities on an almost daily basis. Also, be- 
cause terrorist incidents seldom occur in the United States 
and, thus, few Americans are directly affected by such 
activities, there is little genuine concern or interest in 
terrorism in this country. Therefore, even though terrorism 
iS a commonly used term in the United States, mot very many 
people really understand all that it represents. 

The early literature on terrorism appears to be limited 
to mere accounts of various terrorist incidents. The later 
literature, however, attempts to understand the particulars 
surrounding such acts. Countless articles and books on the 
Psychological, philosophical, and sociological aspects of 
terrorism have been published, resulting in ongoing debates 
on the subject. Even so, it has only been recently that the 
students of terrorism have begun to utilize this wealth of 
information in an effort to formulate an active strategy 


almed at deterring terrorist attacks. 


Governments and industries have launched programs to 


facilitate and improve anti-terrorist and counterterrorist 


techniques. In a Similar manner, the United States Navy’s 
forces afloat must also seek measures to deter terrorism. 
Countless and varied accounts of violent terrorist acts Rave 
shown that nothing and no one is immune. 

The increase in terrorism world-wide has stimulated the 
concern that maritime vessels may become the targets of 
terrorist attacks. The marine environment, by 1ts natural 
design, exposes ships to many vulnerable situations that are 
very conducive to terrorist Boies Some examples of these 
Situations ares when a ship 15 in arestricted maneuvering 
Situation such as entering a harbor, transiting straits, 
narrow channels, or canals; when a ship is at anchor; or 
when a ship is moored pierside or ina nest. The sinking of 
a ship resulting in the blocking of a harbor entrance would 
have high political value for the terrorist. The vulnera- 
bility of many ships in such situations can be diminished or 
avoided by an alert, knowledgeable, and offensive (as op- 
posed to reactionary) security force. An overt protective 
program may, in and of itself, act as a deterrent against 
the occurrence of a terrorist act. 

Simply stated, the problem is that there currently 15 no 
consolidated guide regarding anti-terrorism and counterter- 
rorist planning for the United States Navy’s forces afloat. 


The entire chain of command, from theater commanders to 


battle group commanders, promulgate statements and policies 
in a variety of operation orders that address terrorism. 
Likewise, the Department of Defense and all the services 
have issued various instructions for the protection of per- 
sonnel abroad and the security of installations. But there 
is no single tool available that addresses education, 
training, security, intelligence, or reporting procedures 
for terrorists incidents. Therefore, a guide incorporating 
the necessary information on terrorism with suggestions as 
to how to deter and combat it must be developed for the 
safety of personnel oP ene protection of property aboard 
all U. S. Navy ships. 

The intent of this guide is twofold. First, the funda- 
mentals of terrorism must be formulated and presented to 
U. S. Naval personnel through a systematic education program. 
secondly, once the fundamentals of terrorism are fully un- 
derstood, security programs on U. S. Navy vessels must be 
analyzed and improved accordingly to harden them against 
terrorist action. Both elements of such an anti-terrorist 
effort must be universally implemented by U. S. naval forces 
afloat in such a way that the the development of counterter-— 
rorist techniques tailored to each ship type will naturally 
follow. 

The current physical security frogram for U. S. naval 
forces afloat will provide the principal guidelines on how 


to combat threats to a ship. What will enhance this program 








is the training and mental conditioning required to recog- 
nize and deal with terrorism as a new menace employing 
unconventional techniques. Efforts must be made to maintain 
a high degree of alertness which will strengthen the physi- 
cal security program and deter terrorist attacks. 

In keeping with these concepts, this study will first 
take advantage of the available knowledge on terrorism and 
present the fundamental structure of revolutionary move- 
ments, which represents the core of an educational program 
for personnel assigned to forces afloat. Then, some sugges— 
ted areas for improvement of shipboard physical security 
will be addressed to stimulate a command’s analysis of 1ts 
Own internal security. Hopefully, the discussion will en- 
courage the analysis of port security plans for ships and 
the contingency plan apparatus both on board and in the 
chain of command. The discussion should also stimulate an 
investigation into the agreements or treaties with host 
countries in the fleet of operations and a close examination 
of the limitations provided by the chain of command in the 
Rules of Engagement (ROE). 

As an example, a cursory glance at the following routine 
Shipboard evolution may provide one instance that exposes 
some inherent weaknesses in the current security mindset: 

United States Navy ships have been pulling into a 
certain Italian port for years and any casual observer may 
easily notice the routine times of the changing of the 


watch, not just the quarterdeck watch, but all the watches 
(the armed rover, some interior watches that report to the 


Officer of the Deck, and the topside security). At OS345 
(the standard time to turn over the watch) ona misty 
morning, tired men are going off watch, not fully alert 
men are coming on watch, and most of these personnel are 
gathered on the quarterdeck conducting a turnover. This 


may be a very pregnable opportunity in the eyes of a 
casual observer, despite the security program. 

Again, the objective of this guide is not to entertain 
the idea that the Navy’s ships have inadequate security 
plans, but rather to improve the existing program By stimu- 
lating and encouraging individual commands to exercise their 
prerogative and flexibility. Efforts to tap the ingenuity 
of the crew and to focus enthusiasm on personnel awareness 
and target hardening will deter terrorist acts Bee: U.S: 


Maval units and ships’ companies and will lend more credi- 


bility to anti-terrorist measures. 


1 








Il. FUNDAMENTALS OF TERRORISM 
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Finding the solution to a problem is much easier when 
the problem 1s approached with a prior knowledge of 1ts 
particular structure. Likewise, the military planner should 
have a thorough understanding of the threat he is facing 
before deciding what tactics should be used to combat it. 
This same approach is also very useful in the formulation of 
a solution to the problem of protecting ships against 
potential terrorist incidents. As suggested in the Intro- 


duction to this paper, a systematic program must be eastab- 
lished to acquaint ships’ personnel with the Dasics of 
terrorism so that they may become more familiar with the 
threat. 

A wide spectrum of professionals from the academic and 
medical worlds have explored and investigated terrorism in 
great detail. However, only recently has a concerted effort 
been made by governments and industries to apply this intor- 
mation in a practical way for the purpose of combating 
terrorism. 

A fundamental terrorist strategy is the exploitation of 
the element of surprise. The terrorist decides when and 
where an attack will occur. The use of surprise, together 


with imagination and concentrated effort, have thus far made 


1t possible for most terrorists to evade the efforts made to 


ibe 


neutralize or eliminate them. The unpredictability and 


ingenuity employed by terrorists has made it imperative 


for commands that are developing effective anti- and counter— 
terrorist measures to view terrorism through the eyes ot the 
terrorist. 

The foundation for the discussion of the fundamentals of 
terrorism will be laid by using the old familiar strategy of 
pursuing the what, who, how, why, where, and when of the 


1ssue. 


A. THE DEFINITION (WHAT? 

The first step in analyzing the problem is to attempt to 
define contemporary terrorism: what 1s 1t? There is no 
widely accepted or precise definition and, as has been 
alluded to earlier, there 1s a divergence of cGpinion and 
continual debate concerning exactly what terrorism entails. 
The following probe for a suitable concept of terrorism will 
demonstrate some of this controversy. 

The establishment of a useful definition of terrorism is 
greatly helped by using a chronological approach. A 1939 
study [Ref. 1: pp. 282-396] found that the word “terrorism: 
1s derived from the Latin "terror" which originally meant 
Physical trembling. Later "terror" came to include the 
emotional state of fear. Thus “terrorism” literally means 
“system of terror." That same study concluded that "ter- 


rorism is a method of action by which an agent tends to 





tJ 


produce terror in order to impose his domination." CRef. 
p. 383] 


Sciences defines terrorism “as a term used to describe the 
method or the theory behind the method whereby an organized 
group or party seeks to achieve its avowed aims chiefly 
through the systematic use of violence." (CRef. 3: p. 2831 

The 1960's produced some variations on the last theme, 
describing terrorism as "the threat or the use of violence 
for political ends," CRef. 4: p. 384] “a symbolic act de- 
Signed to influence political behavior by extranormal means, 
entailing the use or threat of violence," CRef. SS: p. 384) 
and describing a siege of terror as "the attempt to destroy 
an authority system by creating extreme fear through sys- 
tematic violence." CRef. 6: p. 384] 

The orderly analysis of these and many other definitions 
brings to light certain consistent properties of terrorism: 

"(1d Terrorism is part of a revolutionary Cpolitical] 
strategy-—-a method used by insurgents to seize po- 
litical power from an existing government. 

"(2) Terrorism is manifested in acts of socially and 
politically unacceptable violence. 

"(3) There is a consistent pattern of symbolic or 
representative selection of the victims or objects 
of the act of terrorism. 

"(4) The revolutionary movement deliberately intends 
those actions to create a psychological effect on 
specific groups and thereby to change their 
political behavior ana attitudes." (CRef. 1: p. 385] 


In summary, the common denominator of terrorism 15 vio- 


lence for which there are some identifiable characteristics: 


wae 


"(1) Use of illegal violence in a systematic campaign. 

"(2) Symbolic representation in target selection. 

"(3) Acts conducted for maximum publicity value. 

"(4) Nonrecognition of neutrals or noncombatants. 

"(S) Often directed at civilians. 

"(S4) Waged outside normal rules of conflict. 

"(7) Usually waged by non-government groups. 

"(8) Fear used as a persuasive weapon. : 

"(9) Committed for political goals." (CRef. 7: pp. 3-4] 
In the context of aU. S. Naval ship being a terrorist 
target, most of the above characteristics are cause for 
concern. 

The U. S. Department of Defense defines terrorism as 
ho. wl he h6UUhHEe hUunNlawful use or threatened use of force or 
Violence by a revolutionary organization against individuals 
or property with the intention of coercing or intimidating 
governments or societies, often for ideological purposes." 
[Reft. 8: pp. b2a 

1. Terrorism: A New Dimension of Warfare? 

The search for a niche for terrorism within the 
spectrum of conflict is the subject of wide debate today. 
The character that contemporary international terrorism has 
developed in recent years suggests that it may belong at the 
low end of the spectrum of non-nuclear armed conflict. For 
the purposes of this discussion, non-nuclear armed conflict 


consists of conventional warfare, guerrilla warfare, and 


terrorism. + 


*Concepts were borrowed from Brian Michael Jenkins’ "New 
Modes of Conflict" (Rand Corporation, June 1983). See this 
study for detailed development of the concept of terrorism 
as a mode of conflict. 
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The present discord in Lebanon serves as a good 


example of the coexistence of the three elements of armed 


conflict. Guerrillas and terrorists as well as participants 
from regular armies and private militias are engaged in 
LeBbanon’s civil war. The terrorists may be sponsored By 
states, political organizations, religious factions, or 
other terrorist groups. Conventional warfare, guerrilla 
warfare, and terrorism are interrelated and can be employed 
in varying degrees with varying combinations. The options 
include employing all three elements concurrently, separate— 
ly, or interchangeably. 

Of the three elements of armed conflict, terrorism 
has become more prevalent in the eighties due, primarily, to 
the fact that terrorists are militarily weak and, secondari-—- 
ly, to the prohibitive cost of conventional warfare. Many 
countries lacking military strength may also engage in some 
form of terrorism because they are unwilling, as well as 
unable, to challenge a militarily superior nation, sucn as 
the United States, in open armed conflict. In addition to 
the mere expense of modern weaponry, the sophistication of 
todays weapons requires costly personnel training and the 
impact of public opinion on armaments also contributes to 
the high cost in many instances. Because of its relative 
inexpensiveness, many nation-states resort to terrorism asa 


cheap means of waging war. Thus, modern terrorism, as an 


instrument of conflict, has emerged as an effective alterna- 


tive to conventional warfare. 

While Lebanon serves as an example of the use of 
terrorism as well as conventional and guerrilla warfare in 
an armed conflict within a country, 1t 15 important to note 
that terrorism also spills over the boundaries of nations. 
It is not confined to national frontiers.* According to 
Brian Jenkins "terrorist activity cannot be isolated from 
other modes of armed conflict among nations or within other 
nations, but can be seen as another dimension of warfare." 
CRef. 10: p. S11] In counterpoint, even though terrorism may 
be considered another dimension of warfare, it has been 
effectively handled by police and criminal justice systems 
in many countries, West Germany, for example. 

In view of the above conclusion that terrorism is 
“another dimension of warfare," it becomes necessary for 
WU. S. forces afloat to devise a new set of military require- 
ments. A maval ship represents an investment made by the 
United States designed for military action at one end of the 
conflict spectrum, conventional warfare. The investment 


manifests itself in expensive, sophisticated technology arid 


*Taking into account the character of the war in 
Lebanon, in which state-sponsored terrorism coexists with 
conventional and guerrilla warfare, the Long Commission 
(which investigated the 1983 bombing of the Marine barracke 
in Beirut) concluded that the Department of Defense’s 
definition of terrorism was inadequate and “should be 
expanded to include states." [fRef. 9: p. 123] 
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highly trained personnel geared to missions of varying dimen- 


sions of modern warfare, such as anti-air (AAW) or anti- 


submarine warfare (ASW). The challenge to the. commanding 
officer of aU. S&S. ship is to mold these assets, both 
personnel and Sa ui ReHe to conform with, and thus be more 
effective against, the potential threat at the other end of 
the conflict spectrum, modern contemporary terrorism. 

Whether deployed in a third world conflict or making 
a port call in a Western European country, the commanding 
officer and crew of a naval unit must mentally and physical- 
ly adapt to the new breadth of the spectrum of conflict. In 
this regard, forces afloat must develop and maintain the 
capability to deal with terrorism as well as conventional 
and guerrilla warfare. 


a) 


<.- Categories of Terrorism 

Terrorism 18s divided into categories based on the 
location and the perpetrators of the act. These categories 
are international, transnational, domestic, and state ter- 
rorism. "International terrorism is an action initiated by 
am individual or group conmtrolled by a nation-state that 
Occurs outside that state. Transnational terrorism is an 
action in the international arena initiated by an individual 
or group that 15s not controlled by a nation-state. Domestic 


terrorism 15 an action initiated by an individual or group 


of mationals within its own nation-state. Finally, state 


rs 


terrorism consists of actions conducted by a nation-state 
within its own borders." (CRef. ii: p. 2] 

=>. The Legal Aspects 

Many members of the world community have for some 
time ee et the lack of a legal framework for dealing 
with international terrorists. In 1937, the Convention for 
the Prevention and Punishment of Terrorism convened to ad- 
dress terrorism of an international character. "The aims ot 
the Convention were to create mandatory rules of municipal 
criminal law against terrorism and to make terrorism an 
extraditable crime." [CRef. if: p. 264] Only one country 
ratified the Convention and it never came into force. 

The 1937 Convention and other attempts to codify 
terrorism have encountered two major obstacles: "first, the 
dubious states of wars of national liberation and secondly, 
the highly treasured right of states to grant asylum to 
political offenders." CRef. 13: p. 96] Both of these items 
are enmeshed in the lack of consensus regarding an accept- 
able definition of terrorism, which was discussed earlier. 

Although there has been no success in obtaining a 
universal agreement concerning the legal controls of inter- 
national terrorism, many nations have adopted a policy which 
deals with particular types of terrorist incidents. Bilat- 
eral and multilateral agreements have been made to prevent 
specific kinds of terrorist acts without addressing a defi- 


mition of terrorism. The Hague convention against hijacking 





and the Montreal convention against aircraft sabotage are 


the most notable and widely accepted of such agreements. 


Conventions of this nature deal with specific terrorist 
tactics that endanger human rights and the interests of the 
international community as a whole and require “signatory 
states to either prosecute or extradite offenders found in 
their territory." CRef. 14: p. 95] While these efforts are 
not universal in nature, they do provide a starting point 
for further legal steps. 

Whereas international terrorism does not yet fall 
under any world-wide legal authority, there is a legal 
precedent for war. The laws of war are based on the theory 
that man can come together and work together in a rational 
manner. War is generally viewed as am armed conflict be- 
tween regular forces attached to the apparatus of states. 
The laws of war go to great lengths to identify the forces 
or combatants, limit the scope of violence, and protect 
noncombatants. During a war violence is permissible and the 
Killing of the enemy is referred to as excusable homicide. 
The laws of war seek to measure the appropriateness and 
proportionality of violence in an effort to reduce it. The 
classical view of war involves conventional forces geared to 
a certain concept of conflict among rational men, as 
sketched above, and also interprets an act of violence as an 
act of war. Thus, even though they are acts of violence, 


terrorist acts are not clearly covered by the laws of war 


la 


because they do not fit the classical concept of war in that 
they are not considered to be rational or conventional by 
governments. 

How do the ideas pertaining to the legal aspects of 
war and international terrorism relate to a naval ship? 
Without delving into the historical development of the 
application of international law to a nation’s armed ves- 
sels, the following simply sketches the accepted conclu- 
sions. Sovereignty 15 associated with naval vessels. A 
sovereign’s public instrumentalities (naval vessels) are 
immune to foreign control without the sovereign’s consent 
LR@ fags: ee 7 Soke 

The point to be made here is that the nature of the 
international environment has changed and the concept of war 
iS in a stage of metamorphosis. A fresn look at armed 
conflict and its participants is in order with respect to 
the laws of war. In this light, terrorism has entered the 
Gray area between an unlawful criminal act and an unlawful 
act of war [Ref. 16: p. 42]. International forces are 
dealing with the matter but results are far over the hori- 
zon. The first hurdle to overcome is a definition agreed on 
by all parties which appropriately incorporates all of the 
categories of terrorism discussed earlier. In the interia, 


definition needs to incorporate the reality that sovereign 
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states may use terrorism directly or through surrogates." 


CRef. 13: p. 43) 


B. A TERRORIST FROFILE (WHO) 

Thus far it has been observed that counterterrorist 
efforts are dealing with revolutionary groups that conduct 
acts of violence on symbolic targets to change political 
behavior and attitudes. This investigation will continue by 
analyzing the perpetrators. 

1. Individuals 

What is the makeup of a terrorist’ One eeney Gonz 
ducted in the late seventies by Russell and Miller CRef. 17: 
pp. 21-34] turned away from the trend of focusing on the 
mechanics of terrorism and researched eighteen terrorist 
groups in an attempt to examine the individuals involved in 
terrorist activities. Factors motivating the terrorists’ 
actions were analyzed to see if there were any common charac— 
teristics. While their research only skimmed the surface of 
a new approach to studying terrorists, it 15 generally 
consistent with more recent investigations and provides some 
interesting insights into terrorism. 

The following profile addresses the physical makeup 
and Backgrounds of terrorist individuals. The cadre of 
membership consists primarily of single men between the ages 
Of twenty-two and twenty-four. The leadership age bracket 


is around thirty-five to fifty. Women are used 


nredominantly in support roles such as intelligence collec— 


tors, couriers, nurses, and in the maintenance of safe 


houses. There have been exceptions to the last generaliza- 
tion but practical experience has proven that women are more 
effective in a supportive role. The terrorist individual 
tends to be well educated, having some university training 
or holding an undergraduate or graduate degree. This would 
account for the primary place of recruitment being the 
university campus. The leadership as well tends to be 
highly educated. The terrorist individual generally comes 
from an affluent middle to upper middle class family. His 
political philosophy tends to be one of anarchism, Marxism- 
Leninism, or nationalism. CRef. 17: p. 32] 

While some of the above trends vary slightly between 
geographical or cultural areas of the world, the generaliza- 
tions for these ideological and sotial revolutionary groups 
seem to be accurate: single men between the ages of twenty- 
two and twenty-four coming from affluent middle to upper 
class families with some university education. "They are 
not usually the lunatic fringe of some radical movement, 
wantonly throwing bombs and committing random acts of vio- 
lence against some ill defined establishment. Nor are they 
from the downtrodden, deprived, and uneducated socioeconomic 
classes." CRef. 18: p. 193] 

One study did note that there was a distinction 


between the members of nationalist separatist groups 
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compared to ideological and social revolutionary groups. 


The formers’ membership, especially the rank and file, 
tended to be young people but from lower class- Dackgrounds. 
CRef. 19: p. 124] Nevertheless, the higher education of the 
leaders gave them the “confidence and skills to carry out 
their activities." CRef. 20: p. 3218] 
“=. Organization 

There is a characteristic compartmentalized struc- 
ture within the terrorist organization that is employed by 
the vast majority of currently active terrorist movements. 
"The optimum size Cof a political movement] appears to be 
between 1500 and 2500 operatives, and the minimum for a 
Viable terrorist cell is four or five members." CRef. 21: 
p. 112] A cascading effect in all directions from the 
terrorist hierarchy to the cell through branches, regions, 
districts, or columns compliments the nature of terrorist 
strategy and tactics. Generally, only one member of each 
cell 1s assigned as leader and link man with the higher 
echelon or with other cells CRef. 20: p. 212). The singular 
link man enhances security by ensuring that few members are 
fully aware of the scope of the links or the identity of 
different cell members. Often the members within a cell are 
long time friends. 

In order to preserve the integrity of the organiza- 


tion and maintain tight security, the terrorist group uses 


several cautious techniques to relay information within the 
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group. The use of dead drops is one such method. In a dead 
drop, a location such as an airport locker is selected for 
the purpose of exchanging a message without the sender or 
receiver meeting. Another method uses cut-outs, members of 
the organization whose only job is to deliver or collect 
messages. CRef. 22: p. 134] 

Such controlled organization and communications 
makes it easier to achieve secrecy and surprise and to evade 
capture and surveillance by security forces. The members of 
the cell itself are given the minimum necessary information 
about the organization to help prevent infiltration and to 
ensure that if captured, they are of little value during 


interrogation. 


C.  @WEEANT EUR SGAouw: 

The “how” question is the most straightforward and deals 
with the terrorist act itself. There are countless axamples 
of these acts-—-assassinations, hijackings, bombings, and 
Kidnappings, to name a few. The significance is that the 
act 1s the heart of the matter. Terrorism is the technique 
employed in pursuit of the ultimate goal of the terrorist 
and must be challenged. In order to determine the possible 
threats to ships it is necessary to focus on the spectrum of 
terrorist actions. 

There are several computer data bases of terrorist inci- 


dents compiled by various agencies of the government and 





several private firms.7* These data bases consist of various 
the terrorist group, the act committed, the date, the loca- 


tion, the target, and the success status. The following 1s 


a common list of incidents monitored (Ref. li: p. 71: 


Assassination Armed attack 

Letter bombs Hi jacking 

Incendiary bombs Sniping 

Explosive bombs Barricade and hostage 
Kidnapping Break-in/theft 


Other (eg., shootout? 

The following discussion is provided to demonstrate 
various means of analyzing the data. The data being ra- 
viewed are an example from Shultz tabulated from 1958 to 
1978. An analysis of the geographical distribution of inci- 
dents shows that western Europe suffers the greatest number 
of incidents and the Middle East/North Africa the third 
most. Their combined total 15 slightly more than fifty per 
cent. 

Another interesting analysis 1s to ascertain if certain 
incidents are more prevalent in certain geographical areas. 
The Breakdown shows that assassination, barricade-hostage 
incidents, and all three categories of bombings listed above 
are dominant in Western Europe. Armed attacks and hijack- 
ings are dominant in the Middle East/North Africa. In the 
incendiary and explosive bombs category Western Europe ranks 


first and the Middle East/North Africa third and together 


For example, Edward Mickolus’ data base, International 
Terrorism: Attributes of Terrorist Events (ITERATE>. 
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they account for more than fifty per cent of all the bomb- 
ings world-wide. A review of the list of incidents by 
geographical area shows that either Western Europe or the 
Middle East/North Africa dominate all But one category, 
kidnapping (Latin America dominates this category). 

"The specific types of people targeted are usually those 
at the top of industrial, governmental, or military/police 
hierarchies (judges, politicians, military/police personnel, 
corporate executives)."“ [CRef. 223: p. 123 In view of this, 
1t would be useful to analyze terrorist targets, specifical—- 
ly U. S. citizens or property. UU. &S. military officialsvae 
property account for only about sixteen per cent of the 
attacks. Other categories of U. S&S. targets analyzed were 
U. S. diplomatic officials, other government officials, WU. 5S. 
business executives, U. S. private citizens, and their res- 
pective properties. 

Of all the types of attacks on U. S. citizens, incendi- 
ary and explosive bombings were the most prevalent, account-— 
ing for over seventy per cent of the incidents. Western 
Europe and the Middle East/North Africa were the predominant 
locations for these bombings. The manner in which the 
bombings are executed may consist of a car bomb, a truck-— 
load of dynamite, a suitcase bomb, or a variety of other 
imaginative methods. 

“What the above evidence suggests is that over the last 


decade the international system has experienced a 
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Slgnificant proliferation of terrorist incidents." (CRef. 


lis p. 15] One study conducted in 1979 stated “that ter- 
rorists, with minor exceptions . . . Nave not been ‘ter- 
ribly’ creative to date. The potential, yet untapped, for 
this operational creativity lies in modern technology." 
CRef. 23: p. 12] The common technology of communications 
and transportation alone offer the terrorist increased in- 
telligence gathering capability and mobilization. 
1. Use of Weapons Technology 

Examples of the use of modern technology coupled 
with terrorist ingenuity against maritime targets 15 pro- 
Vided below. Some of the actions recorded to date include 
Hhijackings, ships destroyed by mines and bombs, and attacks 
with Bbazookas. Further instances involve limpet mines at- 
tached by scuba divers, rockets fired from small speed 
Doats, and an explosives-filled freighter armed with 122 mm 
rockets (CRef. 21: p. 41]. 

One journalist reported that Colonel Qadaffi of 
Libya had obtained some remotely controlled boats from Swe- 
den CRef. 25: p. 2371. These boats are capable of speeds up 
to thirty knots and of control from distances of twenty 
nautical miles. A unique threat to a ship’s safety is 
definitely presented if one or more of these boats were to 
be configured with explosives and targetéd agaimst a ship in 
Open water or in confined straits. A precedent for this 


technique has been successfully employed against the Spanish 
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navy. The Basques “used an explosives-filled, radio- 
controlled model boat to damage" (Ref. 24: p. SJ a destroyer 
while it was moored in Santander, Spain. 

The example of the attack with bazookas occurred in 
the Strait of Bab el Mandeb when Falestinian terrorists 
attacked an oil tanker from a speed boat firing ten bazooka 
shells (Ref. 24: p. 91. Details of the type of Bazooka and 
the type of speed boat employed were not enumerated. How- 
ever, it is assumed that the bazooka was an RFG-?7. 

The military-industrial complex worldwide is making 
advances in weaponry at an alarming rate. Because of this 
progress "large numbers of these new weapons will quickly 
become obsolete and disposed of through arms dealers and 
other avenues." CRef. 22: p. 27] Man-portable weaponry, 
other than personal weapons such as rifles and pistols, has 
expanded the scope of the threat. "Of particular concern 
are precision-guided munitions (FGM’s)." CRef. 26: p. 12] 
The SA-7 and RFG-7 are two examples. 

The SA-7 is a shoulder launched surface to air 
missile with a range of nearly two nautical miles and an 
infrared heat seeking guidance system (Ref. 27: p. i151]. It 
has been employed in several locations. One example in- 
VOlved terrorists positioned on a balcony near Rome’s inter- 


national airport with an SA-7 targeting an Israeli airliner 


[Ret. 265° p. Iza? 





The RFG-7 is a portable rocket/grenade launcher 
produced by the Soviets. It has a range of about 1000 yards 
and can pierce armor up to 12.6 inches in thickness CRef. 
27: p. 151]. Two examples serve to describe the potential 
use of this weapon by terrorists. The first involved an 
attack on an airliner at a Faris international airport CRef. 
17: p. 216]. The second involved an attack on aU. 5S. Army 
general in Germany while traveling in his automobile. 

These types of weapons are abundant and many are 
shuttled into Europe through a pipeline from the Middle East 
CRef. 29: p. 64]. Fresumably, more sophisticated weapons 
already in the hands of some organizations in the Middle 
East could be supplied in the future. The arsenal available 
to these groups may even include mines. The 1984 mining of 
the Red Sea serves as a grim reminder. 

From July to September 1984 the world’s interest was 
captivated by a series of mining incidents in the Red Sea. 

A multinational mine countermeasures force responded to the 
crisis at the request of Egypt and Saudi Arabia and assisted 
them by sweeping portions of the Red Sea for mines to ensure 
the safe navigation of international maritime traffic. Nine- 
teen merchant ships suffered varying degrees of damage fram 
the mines. The mine that was recovered was found to be 
Soviet-made and, while there is no conclusive evidence as to 
whom the culprit was, the circumstances point to Libya’s 


involvement CRef. 3O: pp. 95-114]. 
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2. Modus Operandi 

Training camps have been established in many coun- 
tries of the Middle East and North Africa such. as Syria, 
Irag, and Libya. Terrorist groups from Germany, Italy, 
Spain, and many other countries throughout the world have 
received training in these camps. Training is provided by 
Soviet, Cuban, and East German instructors as well as expe- 
rienced members of such groups as the Palestine Liberation 
Organizatrvon rea CRef. 21: p. 43] The training includes 
the handling of explosives, the use of infantry weapons, 
bridge demolition and minelaying, the arranging of ambushes, 
and information gathering CRef. 29: p. 68). 

An analysis of each group’s activities shows that in 
most cases a particular faction prefers certain techniques 
over others. For example, the Red Brigade (RE) in Italy 
prefers kidnapping and sabotage while the Fopular Front for 
the Liberation of Falestine (FPFLF) involves itself primarily 
in hijackings. This suggests that an analysis of activities 
indigenous to the area of operations may enable the command 
to focus on certain aspects of security and target hardening 
DrLOk CO-arrl ving ££ pore. sources of this type of informa- 
tion will be addressed later. 
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>. Execution 
The type of operation to be mounted will dictate the 


amount of preparation required. The placement of a suitcase 


bomb in a train station may not require the detailed 
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planning necessary for a kidnapping. However, relative to the 
theme of this study, it is assumed that the provisions tor 

an attack against a naval unit would entail some detailed 
preparation. 

As with any military operation, the level of compe- 
tency of the individual is a key factor in the operation’s 
success. For this reason, terrorist groups and their spon- 
sors place a lot of emphasis on the training of the indivi- 
dual. The training of terrorists generalized earlier will 
be elaborated on at this point. The personal account of the 
training of a Japanese Red Army member in Lebanon will be 
used as an example. 

The training was described as that expected in any 
military organization. The initial phase consisted of a 
course of physical fitness. Further instruction, lasting 
eight weeks, included bomb construction, detonator handling, 
pistol and rifle training, and grenade usage. LRef. 27: ps 
68]. Other courses such as how to use disguises were also 
provided. More sophisticated instruction, including the 
employment of anti-aircraft missiles, naval training, and 
flight instruction, is available at some Libyan camps CRef. 
S41: p. 42). Special training for particular operations is 
also available. 

The terrorist operation from conception to execution 
resembles a military campaign. There is strong evidence of 


detailed planning in the early stages supported by extensive 
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intelligence gathering. A balance among objectives, skills, 
and available resources 15 sought. A search for the tar- 
get's weak points is conducted. Finally, an assessment of 
the risk involved is calculated. Once a plan has been 
adopted, a dry run may be enacted to correct any flaws. 

One element of contemporary terrorism that tends toa 
complicate anti- and counter terrorist measures is the co- 
operation that exists among many different terrorist groups. 
Such cooperation 15 evident in the training discussed ear-— 
liar as well as in the transfer of weapons. There is alsoa 
technology transfer among terrorists. One tactic employed 
by one group may show up employed by another group geograph- 
ically removed. The techniques that have proven successful 
have been emulated by others. ERet.) 24: toeece 

Cooperation can include joint operations such as the 
Carlos-led attack on the OFEC ministers in Vienna, which 
included Falestinian, West German, and Venezuelan operatives 
CRef. 28: p. 145]. Another example of cooperation are 
attacks by proxy where one group carries out attacks for 
another group’s cause (Ref. 10: p. 317]. Here it can be 
surmised that groups whose activities have never included 
U. S. military targets may initiate an attack by proxy or as 
a payment to a benefactor that provides support in the way 
Of training and arms. 

In summary, the effectiveness of a terrorist attack 


relies on the fundamental element of surprise. Terrorist 
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operations can be characterized as being relatively simpla 


but well planned and orchestrated. Terrorist acts are dis- 


tinguished by ingenuity and resourcefulness. The time and 
place of an attack are decided upon by the terrorists in- 
volved and a tremendous amount of effort is concentrated on 
making this tactic successful. Thus, a terrorist attack 
Will usually be carefully planned, rehearsed to perfection, 
and executed flawlassly. 

The above discussion is intended to give the com- 
manding officer of a naval vessel an appreciation of the 
mature of terrorist attacks. He is encouraged to scrutinize 
his ship’s security measures through the eyes of a terror- 
ist. First, the commanding officer is urged to look at his 
ship’s security measures from the inside and, then, to stand 
back and look at the security plan from the outside, being 


constantly alart for weak spots. 


D. MOTIVATION (WHY) 

The fourth area of analysis addresses the why question: 
what are the goals, motivations, and strategies of taerror- 
ism. According to the definition of terrorism accepted for 
the intent of this study, the motivation behind a terrorist 
act is considered to be primarily oriented towards political 
goals as part of a revolutionary strategy. In this regard, 


political terrorists can be divided into five categories. 
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The first category consists of a group of people within 
a country who consider themselves to be an ethnic minority 
and seek to establish a separate state. Such groups are 
commonly referred to as separatist movements. The second 
category of political terrorists, the nationalists, are 
similar to the separatists but enjoy a larger following and 
have more resources at their disposal. The third category 
is ideological and may be made up of either right or left 
wing factions. The fourth is the issue-oriented group that 
seeks changes in the existing government. A fifth category 
uses terrorism to a political end as a pretext for socio- 
pathic behavior. This last group is very uncommon. CRef. 
il: p. 43 Ret. 207 Dp. Siti) ket. 323297. 

The orientations enumerated above may also be looked 
upon as ultimate goals. In pursuing these goals, interme- 
diate goals are established as stepping stones to the ulti- 
mate objective. One example of an intermediate goal is 
establishing recognition of the movement. 

In pursuing the intermediate goals, subgoals are estab- 
lished that are of a tactical (short term) or strategic 
(long term) nature. Subgoals of a tactical character may be 
puBblicity, funding, prisoner exchange, or damage. A strate- 
Gic subgoal may be undermining the will of the government 
which erodes over time due to the successful achievement of 


the terrorists’ short term subgoals. 


The methods (kidnapping, Nijacking, assassination, etc.) 
used by terrorists to achieve tactical, or short-term, sub- 
goals have the greatest impact on the public. -A classic 
example is the hostage and barricade incident at the 1972 
Olympic Games in Munich. The Black September terrorist 
group took and held eleven Israeli athletes hostage ina 
dormitory of the Olympic Village. The terrorists demanded 
the release of 200 Falestinians imprisoned in Israel in 
exchange for the eleven athletes. Their demands were not 
met and a rescue attempt was made resulting in the massacre 
of the eleven Israeli athletes by the Black September ter- 
rorists. Even though one tactical subgoal, the release of 
the 260 Falestinian prisoners in Israel, was not realized, a 
second tactical subgoal, the focusing of public attention on 
the Palestinian cause, succeeded tremendously. 

In pursuing an objective, a terrorist organization must 
decide what will best suit the aim--destruction or disrup- 
tion. For example, if the goal is money, then kidnapping 
for ransom may be selected. If the goal is to obtain the 
release of prisoners, then a hijacking may be planned. If 
the goal is to get publicity, then a bombing, assassination, 
Or attack on a ship may be chosen. Once the terrorist group 
has determined the nature of the goal and the method to be 
used to reach that goal, it then begins a search for an 


appropriate target. In the mind of a terrorist these 
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actions are a means to an end. The “calculated tactics are 


to rivet attention and create alarm." CRef. 26: p. Sd 


From the point of view of the target group, the funda- 
mental purpose behind terrorist attacks may be generalized 
as fear. Terrorist activities create a psychological effect 
on the target group with possible intentions of changing 
their political behavior and attitudes. "Terrorism’s value 
to revolutionary movements is not proportional to its ex- 
pense, but to its psychological effectiveness." CRef. 1: p. 
387] The psychological condition has been termed extreme 
fear or anxiety and is created largely by the unpredict- 
ability of terrorist acts CRef. 1: p. 3891]. The fear and 
anx1lety are generated by the fact "that terrorists may 
recognize no ethical or Humanitarian limits to their use of 
ViGlence: any means are permissible and everyone (including 
Civilians, women, children, and neutrals) is expendable in 
the interests of ‘revolution,’ ‘justice,’ or ‘liberation. ‘" 
[Ret. 2s ps. Peo 

The principles of operation in the strategic framework 
of modern terrorism may be said to have developed with the 
Growth of modern revolution. Targets are hit with the 
intent of producing maximum psychological impact. To this 
end the element of surprise and a concentration of force are 
the fundamental advantages possessed by the weak, developing 
revolutionary movement. The effectiveness for the terrorist 


rests in the symbolism of the act and the publicity 
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received, both of which are enhanced by the element of 


surprise. 


The strategy involves a method of fighting: that will 
stalemate the opponent’s superior forces and raise his ex- 
pense to an unacceptable level. Therefore, methods of 
exploiting technology are devised, such as hijacking air- 
craft and taking advantage of the electronic news media. 

Anti-terrorist efforts must focus on the techniques used 
in the execution of a terrorist operation. If the designer 
Of a ship’s security shield against a terrorist incident 
possesses a good understanding of the various techniques 
employed by terrorists, then the effactiveness of that 
shield will be greatly enhanced. Again, it must be empha- 
sized that the designer of the anti-terrorist shield analyze 


the security scheme through the eyes of the terrorist. 


E. THE REMAINING QUESTIONS (WHERE AND WHEN) 

Studies have analyzed where and when terrorist incidents 
have occurred and have attempted to predict where and when 
they will happen next. For the most part, these attempts 
have been unsatisfactory Bbecause of the random nature of 
terrorist incidents as part of a strategy to induce general 
fear and uneasiness. All 15 not lost though. Studies have 
proven helpful by compiling valuable information regarding 
what types of events to guard against, what style particular 


groups employ, and what targets are attacked. 
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Security specialists have used this information to de- 


vise various methods for protection of establishments and 


personnel. Some corporations track terrorist activities and 
provide businesses with regional threat assessments. Ef- 
forts have been made in the psychological community to 
provide training in hostage incidents. Feople are taught 
how to behave as hostages if abducted and negotiators are 
trained to deal with the abductors. 

The single most important ingredient for predicting 
terrorist incidents is information. This vital information 
is, however, extremely hard to get because of the cellular 
organization of terrorist groups which limits information 
flow within the group, the covert nature of the operatians 
which are shrouded in secrecy, and the tactics employed 
which are usually executed by surprise. Thus extraordinary 
measures are being taken to expand the human intelligence 
capacity of today’s countermeasure efforts. 

Another way of neutralizing terrorist efforts is to 
Closely monitor the activities of groups world-wide and 
maintain a finger on the pulse of the political climate in 
each country. This can provide a threat assessment fora 
particular area and lend support to a command’s anti- 
terrorist posture. One such effort is being achieved by the 
Navy Anti-terrorist Alert Center (ATAC). 

The ATAC has recently been organized within the Naval 


Investigative Service Headquarters to provide a fusion 
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center for worldwide "all sources” intelligence regarding 


terrorist activities. A threat analysis Branch uses the 


information to provide threat assessments. 

The "all sources" intelligence is collected from various 
sources including national and service intelligence agencies 
and foreign news searches. The volume of information being 
reviewed often exceeds 1600 messages in a twenty-four hour 
period. Watch teams are in communication with other agen- 
cies via computer link to compare analyses and evaluations 
Of key information and sensitive data. The primary world- 
Wide field network associated with ATAC is the Naval Inves- 
tigative Service (NIS). 

The results of the analysis and assessment are several 
Products distributed by message: summaries, advisories, 
warning reports, supplements, and tailored reports. All 
products are available to the fleet as required. Table i 


shows the periodicity of promulgation of these products.* 


TABLE 1 PERLUDILIGY OF Atal _ FPROUBUCTS 
FROBUCT FROMULGASTED 
Summaries Daily 
Advisories As required 
Warning reports As required 
Supplements As required 
Tailored reports On request 


*Information provided by ATAC, Washington, D. C. 


How does one get an ATAC message? There are two methods 
dependent on the fleet of operation. For Mediterranean 
operations CINCUSNAVEUR will request ATAC Support for a ship 
based on the ship’s schedule. In WESTPAC units must request 
a threat assessment in the LOGRED. In either case, ATAC 
support will be oriented from the grass roots level, that 
is, the closest NIS office will initiate the support as they 
are more familiar with the local conditions. Finally, tai- 
lored support can be requested for short notice schedule 
changes or major fleet exercises requiring threat assess- 
ments. Requests should be submitted to DIRNAVINVSERYV, Wash- 
ington, DO. C. or throutigm the local iS vere ee- 

The ATAC products will provide a threat assessment based 
on risk indicators from low to high in five increments: 
low, low/medium, medium, medium/high, and high as shown in 
Table 2.5 The question then raised is, what should a ship 
do for any one of the above indicators? 

The choices available cover a wide spectrum from busi- 
ness as usual to getting underway. The ship’s current 
conditions, whether at sea, at anchor, or alongside a pier, 
Will also help determine the best strategy for dealing with 
the threat. Table 2 is a hierarchical spectrum of possible 


actions to be taken with each threat level, with the 
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Sinformation provided by ATAC, Washington, D. C. 
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TABLE 3 NAVY ANTI-TERRORIST ALERT CENTER 
TERRORISM THREAT LCEVELS 


—_— > a a Ge a eS es ee ee ee ee ee ce ee ee ee ee ee ee GGG a Gm GG GGG GG ee ee Se 


LOW Terrorist group capability does not 
exist or exists without any Known intent 
to target DON. No credible reporting of 
Dlanned operations. Local security 
forces have any threat under control. 


LOW-TO- Terrorist group capability to strike soft 

MODERATE targets exists--none against hard targets. 
No recent anti-DON activity. 
Unsubstantiated reports of planned 
attacks in near future. Local security 
have general control of situation but 
group still capable. 


MODERATE Capability exists to strike soft and 
possibly hard targets. Stated intent to 
attack U. S./DON/NATO assets with some 
demonstrated capability in past. 


MODERATE- Capability exists to hit soft and 
TO-HIGH probably hard targets. stated intent to 
attack U. S./DON/NATO targets with 
recent successful OFS. History of anti- 
| U. S. actions. Credible reporting af 
) Olanned attacks in near future. Local 
security not able to prevent or detect 
ONlanned attacks. 


HIGH Capability exists to hit any 

U. S./DON/NATO target in area. Stated 
and recently demonstrated threat to 
attack these targets exists. Reliable 
reporting indicates threat is imminent. 
No further warning expected. Local 
security not able to prevent or detect 
Olanned attacks. 


understanding that each command must establish its own doc 


trine and incorporate it into watch training. 





Prior to making a port visit, a port security plan 
should be drawn up taking into consideration the threat 


assessment and other factors such as the berthing 
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assignment. The fleet commander may ask for such a plan by 
message prior to entering port. 

One way to ascertain the current status of- terrorist 
activities and draw up tailored port security plans is By 
developing an anti-terrorist billet. A suggestion toward 
this end would be to couple the duties of an “anti-terrorist 
officer" with those of the intelligence officer on board. 

In this capacity the officer can aid in port security 
planning and work with the security officer to ensure that 
the proper precautions are taken in each port commensurate 


with the type of threat. 


TABLE 3 THREAT LEVER S-RESECNSE 
POSSIBLE ACTION THREAT LEVEL 
Business as usual LOW 
Notify chain of command LOW/MEDIUM 
Call NIS for update MEDIUM 


No uniforms ashore 
Upgrade material conditions 
No large parties ashore 
All visitors removed 
Cancel visit ship 
Set steaming watch MEP LUM 7H hoi 
Cars removed from pier 
Pier sentry doubled 
Topside security reinforced 
Request bomb sniffing dogs to check 
deliveries 
Sand-filled dump trucks placed on pier 
Armed watches load weapons HIGH 
Small boats recovered 
Ships engines made ready 
Hotel services broken 
secure liberty 
Execute recall 
Set underway 


res 


Post visit reports could prove beneficial to the ATAC if 


information regarding questionable activities or people has 


been observed. The crew’s training in terrorist profiles 
and activities may produce useful intelligence if a feedback 
program is us@d and information is solicited on a daily 
basis or immediately following a port visit. A review of 
post visit reports prior to transmission with this in mind 
may add valuable information to the ATAC data base. lit: 
appropriate, add DIRNAVINVSERYV as an information addressee. 

Another valuable source of information at the command's 
finger tips is the port directory classified supplement 
issued by the fleet intelligence centers. This publication, 
updated regularly, provides descriptions of groups, activi- 
ties, and a general assessment of capabilities. It will 
prove to be a beneficial tool for crew briefings prior to 
entering port. 

At this point, the fundamentals of design and execution 
of terrorist operations have been presented. Such informa- 
tion should provide personnel with the first step to tailo- 
ring a security program against terrorist attacks. The core 
of the anti-terrorist plan is understanding the threat. The 
nucleus of the command’s security efforts is its personnel. 
"No hardware, however expensive, can rival the eyes, ears, 
hands, and brains of man." CRef. 32: p. 144] To this end 
the challenge is to maintain a high degree of alertness and 


anticipation among the personnel. 


4S 


[Ll SEEURLTY SYSTEMS oNG SuCoe Sieh 


” 


The increase in terrorism world-wide has led some sauthor- 
ities on the subject to speculate that terrorists may attack 
maritime targets. This includes off-shore oil rigs, mer- 
chant vessels, luxury liners, and naval units. 

The research conducted on this thesis has not uncovered 
any terrorist attacks on U. &. naval vessels. The reason 
for this i5s perhaps due to the deterrence exemplified by a 
warship’s formidable presence. With the increase in technol- 
ogy available to the terrorist and the imagination demon- 
strated by many terrorist incidents, however, it would 
definitely be advantageous for the U. &S. Navy to hone the 
Skills of it’s Security forces and alert it’s crews to the 
potential terrorist threat. Other navies have not had the 
same good fortune as the U. S&S. and have experienced terror- 
ist attacks for common terrorist reasons: to make a point, 
gain publicity, symbolically achieve a victory, etc. 
Terrorist attacks against U. S&S. personnel and properties ars 
increasing and this type of embarrassing incident success— 
fully carried out against a U. S&S. Navy ship would certainly 
be a victory for a terrorist group. 

What follows are some suggestions for tailoring the 
Navy’s security practices already in force in order to 


decrease the vulnerability of a maval ship. The suggestions 


a4 


are not all-encompassing but are intended to point out some 
areas that could use improvement. Hopefully these ideas 
will help to generate a thorough analysis of in-house proce- 
dures for each ship. 

destroyer hull design and crew manning.® For other ship 
types, the spirit of the suggestion should be considered and 
the techniques applied as appropriate. For all ship types 
the desire 15 to encourage analysis of current security 
procedures and to tap the ingenuity inherent in all 
commands. 

The intent, restated, is not to suggest that the U. S&S. 
Navy does not have a good security system for forces afloat 
or that it needs a new one, but rather to review current 
security design, evaluate vulnerable points in the defensive 
shield, and to suggest ways of improving it. One starting 
point 15 with a review of current security guidance in 
force. 

In the armed forces, it is traditional for the percola- 
tion and expansion of guidance to be disseminated by means 
of instructions. In keeping with this tradition, the 


Department of Defense at the top echelon of the hierarchy 


“A Spruance class destroyer is a 363 foot, 7300 ton ship 
with a manning of approximately 300 crew and officers. The 

same basic hull design and propulsion configuration is used 

in the EFidd class guided missile destroyer and the 


Ticonderoga Aegis cruiser. 


has provided broad guidance regarding security. As this 
guidance cascades down the pyramid of the chain of command, 
the security concepts involved become more detailed and 
expansive. 

The Department of Defense has provided policy for the 
security of property and given certain military commanders 
authority to promulgate regulations based on the Internal 
Security Act of 1950. This directive specifically cites the 
commanding officers of all naval ships as having authority 
to prepare, post, and enforce security orders and regula- 
tions to safeguard property from loss, destruction, or sabo- 
tage [CRef. 33: p. ij. The Secretary of the Navy has 
endorsed this policy and issued the applicable instructions 
for action By commanding officers [Ref. 34]. 

The specifics of security are contained in the Standard 
Organization and Regulations Manual of the U. S. Navy (SORM) 
CRef. 35]. These details are part of every naval unit’s 
routine security program. More specific instructions for 
nuclear capable ships are contained in the Naval Nuclear 


Weapons Security Manual (CRef. 346]. 


Gt. INFORT SECURITY 

The universal application of inport security measures 
Provides for a sounding and security patrol (tasked to 
monitor the water level in certain unmanned spaces), an 


anti-sneak/anti-swimmer attack watch, a quarterdeck watch, a 
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gangway watch (when required), security patrols, a cold iron 
watch (tasked to monitor the status of main machinery spaces 
when the engineering plant 15 secured), pier security, fore- 
castle and fantail sentries, and a signal watch. Addition-—- 
ally, instructions establish provisions for a self-defense 

force. The specific requirements for a nuclear capable ship 
are in addition to those mentioned above and addressed ina 


separate and more detailed instruction. 


B. THE QUARTERDECK 

In a historical sense, physical security starts at the 
quarterdeck. The Officer of the Deck (OOD) in port 15 
charged with carrying out the routine of the ship and at- 
tending to the gangway(s). The OOD’s watch monitors the 
movement of personnel across the brow and authorizes access 
to or permission to depart the ship. Likewise, the contents 
of all items carried aboard must be inspected. The OOD 
generally has a petty officer of the watch (armed) and a 
messenger as a Minimum for assistance. He may also be 
assisted by a junior officer of the deck or others under 
instruction. The task of identifying all personnel and 
checking everything coming on board can prove to be an 
unmanageable task, especially when the quarterdeck 15 over-— 
whelmed by a large crowd (some of which require escorts). 


This situation is aggravated by the limited size of most 


GQuarterdecks and can lead to confusion, distract the OOD 
from his duties, and dull his alertness. 

Suggestion: Set the gangway watch and conduct identifi- 
cation checks, issue appropriate access badges, organize 
escorts, and inspect items being carried aboard from the 
pier rather than on the quarterdeck. During times of heavy 
traffic, this gangway watch can be augmented by the messen- 
ger. Overall, this will reduce confusion and congestion on 
the quarterdeck, allow for another layer of security, and 
maintain alertness on the quarterdeck. 

According to the SORM, the remaining patrol, watches, 
and sentries are charged with the following responsibilities 
im discharging their duties: 

- Maintaining continuous patrols. 

Checking classified storage. 

- Being alert for evidence of sabotage, thievery, and 
fire hazards. 

4. Checking security of weapons magazines. 

Je Obtaining periodic soundings of designated tanks and 

Spaces. 


&. Periodically inspecting damage control closures. 
7. Reporting to the OOD at prescribed intervals. 
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C. SOUNDING AND SECURITY FATROLS 

Specifically, the sounding and security patrol Cunarmed) 
fulfills two important jobs. First, the patrol, which is 
continuous, follows irregular routes throughout the ship to 
sound specific tanks and voids to ensure they are "dry." 
Secondly, the patrol is charged with being constantly alert 


for any irregularities effecting the physical security of 
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the ship. The patrol 15 usually confined to the interior of 
the ship and must report to the OOD hourly. 

Suggestion: This job is usually considered a tedious 
task and 15 at the bottom of certain rate qualification 
processes. Consequently, 1t 15 many times given to an 
inexperienced, new individual while "more important" posi- 
tions are filled by more senior personnel. In the process 
Of ship and job indoctrination, the importance of the patrol 
must be emphasized with a genuine regard for understanding 
the impact the individual has over many peoples’s lives and 
millions of dollars of equipment. The development of an 
acute sense for spotting irregularities, calmly reacting to 
them, and reporting them to the OOD ina timely fashion may, 
in part, be accomplished through the first part of this 


handbook—-—-education. 


D. ANTI-SNEAEK/ANTI-SWIMMER ATTACK BILL 

The anti-sneak/anti-swimmer attack watch 15 posted at 
the discretion of the commanding officer. The number of 
topside watches and positions are recommended by the opera- 
Seons age executive Officers. The antr—sneak/ anti —swimmer 
watch 15s charged with watching for swimmers and, if deemed 
necessary, discharging hand grenades in the water against 
Swimmers. The watch can be supplemented by a picket boat 
crew and sonar can be manned (if the ship is so configured) 


and activated randomly. Both techniques have proven very 
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effective in discouraging swimmers from approaching the 


ship. Other measures call for turning over the screws and 


cycling the rudder as a deterrent against swimmers. All of 
these defenses could prove expedient given adequate intelli- 


gence to coordinate and execute them. 


E. FORECASTLE AND FANTAIL WATCH/PIER SENTRY 

One watch, required overseas, that would facilitate the 
detection of an attack By swimmers is the forecastle and 
fantail watch. This watch, when required in the continental 
United States (CONUS), is normally posted from dusk to dawn 
but 15 continuous when 1n port overseas. The watch standers 
are armed with a rifle and thirty rounds and issued a police 
whistle and flashlight. The watch is posted on the fore- 
castle and the fantail and charged with preventing unauthor—- 
1zed persons from approaching or coming aboard. In the 
event unidentified personnel do approach, the appropriate 
challenge would be issued and assistance called for by using 
the whistle. 

In addition to the forecastle and fantail watch, a pier 
security patrol, similarly armed, is charged with patrol- 
ling the portion of the pier between the bow and stern of 
the ship. Besides preventing unauthorized access, the pa- 
trolman shall also prevent loitering on the pier near the 


ship. 


Suggestion: A more effective position from which the 


forecastle and fantail watch could perform their duties 


against a threat from sea or from the pier is from the 04 


level 


forward and aft. When moored pierside this would 


increase the height of eye for searching seaward and provide 


a better field of fire both to seaward and towards the pier. 


The inspection of the stem and stern of the ship would then 


be provided by the pier sentry since the view from the 04 


level 


is obstructed. 


Flexible modifications to the watch manning proposed 


above 
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can be easily undertaken for other mooring configura- 
For example: 


If at anchor, the pier sentry should be reassigned to 
Patrol the weatherdecks while the forecastle and fan- 
tail watch remain on the 04 level. 


If in a Med moor (stern to the pier with the bow 
secured by anchors), an armed gangway watch can sub- 
stitute for the pier sentry allowing the pier sentry 
to patrol the weatherdecks and the 064 level watches to 
remain topside. 


If in a Med moor with two or more ships in a nest, the 
senior officer present should coordinate a combination 
of the patrols and sentries among the nested ships to 
provide the same coverage. For example, if three 
ships are moored ina nest, one pier sentry can cover 
all three. The outboard ships can provide the 64 
level watches and the middle ship in the nest can 
provide the main deck patrol which inspects all anchor 
chains. 


The 04 level also has other advantages. For example, 


the 04 level forward provides signal lights that can be used 


to illuminate the area. There is also room for the place- 


ment of a night observation device to improve investigating 


Capabilities. Both watches should be outfitted with port- 
able radios so that they can communicate with the OOD and 
between themselves to verify or check potential targets. 
The roving patrol can check on each man every half hour 
while making his rounds and report the status to the OOD. 
Suggestion: When “Med lights" or other lighting decora- 
tions are installed on the lifelines, they should be lowered 
to approximately one foot below the main deck to prevent 
blinding or ruining of night vision. This placement of the 
lights would also improve Visibility on the surface of the 
water in the immediate vicinity of the ship. Another alter- 
mative that could be used with “Med lights" is to shield the 
lights from the ship. This alternative, Nowever, may prove 


ineffective and be more trouble than it is worth. 


FPF. PIRE PIGHiIG ers 

In the @vent the ship is the focus of demonstrations 
which might escalate to riot proportions, fire fighting 
teams could be called out to help allay the violence. The 
firefighting teams could use water jets to discourage the 
mob’s advancement. High pressure and cold water may halt 
the attackers or, at least, cause confusion among them and 
Slow their advancement. In this capacity, hose teams from 
the fire fighting squads must be trained to report to cer- 
tain locations topside to flake and charge hoses and to use 


them as a deterrent against poorly armed attackers. There 


may be situations where the use of firehoses would be more 


proportional to the control of poorly armed attackers than 


more forceful means. 


Pee oeeUnitTY PATROL/SELF-DEFENSE FORCE 

The provisions for an armed, roving security patrol on 
non-nuclear capable ships should be in effect to augment the 
sounding and security patrol. Specifically, the patrolman 
1s charged with concentrating on the security of classified 
stowage, restricted spaces, small arms, and ammunition sto- 
wage. During his random patrols he reports to the OOD at 
least every half hour. In the event of an alert, he is 
available to provide an armed escort for the command duty 
officer. 

The self-defense force is available to be calléd away ts 
augment the normal watch and other security personnel. ~The 
responsibility of the self-defense force is to provide a 
surge capability for reacting to emergency security situa- 
tions on board ship and pierside. Its organization is based 
on the size of the ship’s complement, using a ratio of one 
thirteen-man squad (squad leader plus three four-man teams? 
per two hundred crew members. 

Suggestion: The self-defense force squads could benefit 
Significantly from training at a Marine Corps or Army facil- 
ity. Methods for advancing towards the threat, designating 


targets, and coordinating firing on target could be valuable 


lessons. Likewise, the use of ammunitions relative to the 


Circumstances can be learned. 


H. NUCLESR CAPARBEB SHIPS + Seber airy 

On nuclear capable ships, a security alert team (SAT), 
back-up alert force (BAF), and a reserve force are provided 
to augment the roving patrol for security violations CRef. 
262. Sie. oa. 

The roving patrol is assigned similar duties to those on 
non-nuclear capable ships and additionally must inspect 
magazines, launchers, and designated equipment while on 
patrol. He also reports to the OOD at least every half 
Noetie. 

The SAT consists of a minimum of two security force 
personnel, in addition to those on watch at established 
security posts, capable of immediate response to any irregu- 
larity as a reinforcing element in a minimum of five min- 
utes. They are assigned specific stations. 

The BAF consists of a minimum of three security force 
members in addition to those on watch, those at established 
sentry posts, and the SAT. The BAF must be capable of 
responding in a minimum of ten minutes and are also assigned 
specific stations. 

The reserve force consists of a minimum of ten members 


Of the security force capable of responding in a minimum of 


fifteen minutes to support other on-duty security force 
personnel. 

A timely response to a surprise terrorist attack is 
critical. "Timely" in the terrorist scenario is defined in 
terms of seconds. The five minute response time allowed the 
SAT would probably be inadequate in a terrorist situation 
But 15 significant for reinforcing security personnel on 
watch. The first line of defense aboard a ship 1ié@s with 
the personnel on watch. Because of the very real possibili- 
ty of an armed attack against a naval vessel, it is impor- 
tant to allow personnel on watch to carry loaded weapons 
whenever the ship 185 18s in a high threat or potentially 
hostile eanvironment. It may also be prudent to consider 
assigning armed men (in a relaxed posture in a designated 
space onboard ship) capable of responding to an alarm in one 


minute or less to support the personnel on watch. 


ime CURESS SYSTEM 

Onboard ship, a duress system allows an individual under 
duress to covertly make his predicament known to others on 
the ship. In the event of a terrorist attack the duress 
system will activate a security alert without revealing ta 
the attacker that his presence is known. For example, if 
the roving patrol does not check in with the OOD in person 
precisely thirty minutes after his previous report, the OOD, 


as a matter of course, will sound a security alert using the 
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announcing system and will activate the appropriate alarms. 


If the roving patrol can convince his assailant that he must 


call in to the OOD to avoid an alert, he can tip the OOD 
that all is mot secure. The fact that the roving patrol 
called in and did not report to the OOD in person would 
immediately indicate to the OOD that there was a problem. 
In response to the tip, the OOD can alert the ship to a 
security breach by using a code word over the announcing 
system rather than the security alarm system which overtly 
Signals a Dreach of security. 

Under the circumstances where an OOD observes suspicious 
activity in the vicinity of a ship and wants to alert the 
ship and activate the security team off watch, he could use 
a duress system. By simply using a code word on the an- 
nouncing system the ship and security teams could be alerted 


uMNaware to the terrorist. 


J. ARMED WATCHES, FATROLS, AND SENTRIES 

The SORM specifies that pistols shall be carried un-— 
loaded at all times by the quarterdeck watch and that the 
forecastle and fantail security watches ordinarily shall not 
have their weapons loaded (Ref. 35: pp. 6-49, 6-350]. There 
are situations, however, in which carrying an unloaded wea- 
pon could prove to be a fatal mistake. For this reason, 
modification of the above orders should be given strong 


consideration. 


The terrorist advantage of surprise is notorious. The 


split second reaction to a surprise attack required by a 
naval watchstander dictates that his weapon must be loaded. 

Suggestion: When the threat level of a ship’s enviran-— 
ment approaches the high mark, armed watchstanders should 
carry their weapons loaded. Small arms and security train- 
ing must emphasize when the conditions dictate the loading 
Of weapons and under whose order it is to be done. The 
element of safety afforded by carrying unloaded weapons must 
be sacrificed in the interest of protecting personnel and 
property from a surprise terrorist attack. An extensive 
training program in the use of various weapons can greatly 
diminish the chance of an accident occurring with loaded 
weapons. 

To preclude an incident similar to the bombing of the 
Marine barracks in Beirut (Qctober of 1983) from happening 
against a ship in port, the commanding officers of U. S. 
Navy ships must have “explicit authority to respond quickly 
to acts defined as hostile." CRef. 9: p. 471] The on-scene 
commander must have the “guidance and the flexibility he 
requires to defend his force." CRef. 9: p. 47] The first 
step toward this end is to authorize sentries to carry 
loaded weapons when the environment dictates that it is 


necessary. 


[Vv SEILES. VUENERAE i hie 


When considering terrorist attacks, a ship 15 certainly 
more vulnerable in restricted water than on the high sé@as. 
But even in open water units may be exposed to remotely 
controlled explosives~-laden boats, armed and manned speed 
boats, ultra-light aircraft with explosives, or mini-subs. 
These situations are more appropriately handled by the comn- 
Dat systems doctrine. 

As a ship approaches shore, it becomes more vulnerable 
because of the restrictions on its maneuvering capabilities. 
The conditions presented below are limited to entering port 
and either mooring pierside (or in a nest) or going te an 


anchorage. 


A. ENTERING FORT 
The following Hypothetical scenario can be used to il- 
lustrate at least one set of possible terrorist actions: 


Well in advance of entering port, the special sea and 
anchor detail is set. During this process, systems are 
checked and all 15 made ready to moor alongside a pier. 
Meanwhile, the excitement of going on liberty spreads 
among the crew. The line handlers man their stations on 
deck and centralized communications are established with 
the bridge. The men fall into ranks as the ship nears the 
breakwater. Several small boats are around and one speed 
boat with an attractive female in the bow, well tanned and 
wearing « skimpy white bikini, passes slowly down the port 
Side close aboard just prior to the ship making the break- 
water. Most of the men’s attention is focused on her. As 
the bow clears the breakwater, a loud explosion is heard 
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and felt just forward of amidships on the starboard side. 
A small boat laden with explosives just rammed the ship. 


This 15 one scenario, melodramatic, but nonetheless 
possible. The Pei minary conditions are realistic and have 
undoubtedly been experienced by many. There are countless 
other potential scenarios which are left up to the imagina- 
tion of the terrorist who is planning them and the ship that 
15 defending against them. 

Suggestions: 


1. During the setting of the special sea and anchor 
detail, increase the material condition below decks by 
setting modified zebra. 


=. Have M-60 machine gun stations on each bridge wing 
armed and place gunners’ mates just inside the skin of 
the ship ready to man them. 


4. Request that a pilot or military liaison officer meet 
the ship pricr to entering confining waters. These 
men can be available to warn off suspected small boats 
in the native language either with a bull horn or via 
the announcing system. 


4. Launch the motor whale boat or gig and Rave it proceed 
into port ahead of the ship, alert for potential 
problems. Consideration may be given to using a heli- 
copter, if embarked, for surveillance. ; 


Je Ensure that each deck station has assigned designated 
personnel who are constantly alert for suspicicus 
activities. The gunners mate assigned forward and aft 
should be armed to provide support from the weather 
decks. 


6&. Call away a squad of at least five security force 
personnel armed with shotguns, rifles, and pistols, 
and protected with helmets and flack jackets, to stand- 
By on the main deck just inside the skin of the ship. 


7. Man at least one repair party, preferably the central- 
ly located repair five station, ready to respond to 
damage or act as a repel border team with a hose 
topside. 


Bi. Alert the shipping tracker in CIC to report any radar 
contacts proceeding faster than ten Enots with a CRA 
closer than five hundred yards inside the harbor. 


Many of these considerations and others could be applied 


to a unit transiting a canal or a narrow strait. 
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While in port after being at sea for two weeks or 
more a large amount of mail is often received on board. In 
their impatience to go on liberty, the postal clerk and 
yeoman may hastily sort the official mail, tearing it open 
without systematically examining it. Because letter bombs 
are also a threat, the yeomen, personnelmen, and postai 
clerk(s) should be provided training in recognition of let- 
ter bombs. Other than recognition, there are some common- 
sense questions that should be asked such as: Why is the 
ship receiving this letter/package? Has 1t been tampered 
with? Table 4 provides a letter bomb recognition check list 
for personnel to use when sorting mail (CRef. 37: p. G-7]. 

Another area for concern 15 the loading of stores. 
When fresh vegetables and fruits are received, the senior 
medical corpsman on board goes out and inspects the produce 
prior to loading by the dockside working party. His inspec- 
tion, however, is for medical purposes and does not include 


a search for bombs. The master-at-arms should be 
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TABLE 4 MAIL BOMB RECOGNITION CHECKLIST 
WEIGHT STAMF'S 
-—- Weight unevenly —-- More than enough postage. 
distributed. 
-- Heavier than usual FOSTMARK 
for its size. 
—- Foreign. 
-- Heavier than usual 
for its class. —-- From an unusual city or 


a2 ceRNESS 


For medium size 
envelopes, the thickness 
Of a small book. 


Not uniform or with 
bulges. 


For large envelopes, 
bulkiness, an inch or 
more in thickness. 


ADDRESS 


No return address. 


Foorly typed or 
handwritten address. 


Handprinted. 


Title for the executive 
incorrect. 


Addressed to a high 


town. 


WRITING 


Foreign writing style 
Misspelled words. 
Marked air mail, 
registered, certified, 


Or special delivery. 


Marked personal, 
confidential, private, 


ENVELOPE 


Feculiar odor. 
Inner sealed encloser. 


Excessive sealing 
material. 


O1l stains. 


Springiness. 


ranking executive By name, —-- Wires, string, or foil 
title, or department. sticking out or 
attached. 
RIGIDITY ——iikestains. 


Greater than normal, 
particularly along its 
center length. 
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trained to recognize Bombs and how to conduct a search for 
them. It would be easy to conceal a bomb in a head of 
lettuce, for example, and get it aboard. Likewise, a 
larger bomb could be easily hidden in a crate of vegetables. 
All items, not just produce, should be inspected for signs 
Of tampering and then loaded on board. The use of a port- 
able metal detector would assist in ensuring a thorough 
investigation. 
a. Changing the Watch 

Another potential area of vulnerability exists when 
Watches are changed. Normally, all watches are turned over 
within a ten to fifteen minute period and the watch standers 
are not in the frame of mind to devote one hundred per cent 
attention to the task. There 15 somewhat of a settling-in 
and a gearing-up period to tackle the chore at hand. In 
order to diminish this vulnerable period, the command's 
watch turnover could be done in a cycle covering forty-five 
minutes to one hour. For example, the topside sentries 
could change the watch at a quarter past the hour, the 
roving patrols and petty officer of the watch could relieve 
at half past the hour, and the OOD and other watches could 
relieve at a quarter to the hour. Furthermore, this cycle 
could be shifted every other day or every third day, as it 


too can reflect an observable pattern or routine. 


One final suggestion addresses the common techni que 
of "suitcase bombs." A bomb could be placed in a briefcase, 
suitcase, small box. garbage receptacle, car, truck, or many 
Other potential containers, and left unattended on the pier 
in the proximity of a ship. All personnel should be aware 
Of the technique, especially the watch standers. When spot- 
ted, every effort should be made to identify the container 


and have 1t removed. 
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V¥. CRISIS MANAGEMENT/LEADERSHIF AND CONTINGENCY PLANNING 


There are certain circumstances surrounding an event 
which characterize that event as acrisis. A crisis may be 
described as a situation in which reaction time to the 
Situation is short, the stakes involved are high, and there 
is no previously prepared plan to deal with the situation. 

A casualty in the engineering spaces on a ship would invoke, 
for example, a crisis if casualty control procedures had not 
been developed to deal with the incident. The consequence 

of such a crisis would most probably be oOver-reactive ]leader- 
ship to remedy the cause of the potential crisis situation 
throughout the fleet. A primary goal of this paper is to 
Stimulate the development of shipboard contingency plans 
dealing with terrorist incidents and, in doing so, avoid the 
Over-reactive leadership style associated with a crisis. 

This study encourages the training and education of a 
ship’s crew regarding the fundamentals of terrorism and the 
analysis of the s@curity procedures in the face of a 
terrorist threat. The adjustment of the security system and 
training of personnel to deter a terrorist threat are also 
emphasized and represent a large part of effective counter— 
terrorist techni ques. All of the above efforts are related 


to the internal shipboard part of a contingency plan. 


Contingency planning must also consider the actors and 
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forces external to the ship that are set in motion by a 
terrorist incident. All in all, a contingency plan should 


prevent a situation from being elevated to a crisis level 
and provide a tool to help deal effectively with the circum- 
stances. The following are some items external to the ship 
that the commanding officer should be aware of when formu- 


lating contingency plans dealing with terrorist incidents. 


ee. o. FOLICY 

One pre-requisite to counterterrorist contingency plan-— 
ning 1s a full understanding of U. S. policy regarding 
terrorist incidents. First is the no-concessions policy of 
the U. S. government, "meaning that the United States will 
offer no ransom nor release prisoners in return for the 
lives of hostages held by terrorists." (CRef. 328: p. SJ] 
Secondly, the government will “take all possible lawful 
measures to resolve the incident and to bring to justice the 
perpetrators of the crime." (CRef. 39: p. 2] To this end 
the United States has obtained a number of bilateral inter- 
Mational agreements that address extradition of terrorists. 
Third and key to the second resolve, is the policy that "the 
host nation is responsible for the protection of U. S. 
personnel and installations against terrorist attacks." 


CRef. 40: p. 79) 


B. TREATIES AND LAW 

The commanding officer of aU. S. Navy ship bears the 
responsibility for protection of personnel and. property 
aboard his ship CRef. 34: p. 21]. He must, therefore, have a 
complete understanding of the authority vested in him to 
take the appropriate counterterrorist measures in keeping 
with U. S. policy, treaties of cooperation with other 
nations, and both domestic and international law. 

In addition to U. S. policy, another area that may 
influence the counterterrorist contingency plan developed by 
a U. S. naval command concerns agreements with the host 
government for dealing with terrorist incidents against 
U. S. citizens that occur within the host nation. Status of 
Forces Agreements (SOFA) have been reached with many govern- 
ments. Supplementary Agreements have been reached with some 
countries which expand the allowances provided for in the 
SOFA. The specifics of these agreements should be obtained 
through the chain of command from the unified commander. 

The following discussion concerns aU. S. Navy warship 
inport in a tereign coun er,. "While in a foreign port a 
warship is not subject to any interference by the authori- 
ties of the receiving state." CRef. 41: p. 107]. The 
commanding officer has the responsibility and authority to 
protect the ship and its personnel from a terrorist attack. 


Countering a terrorist attack onboard the ship with the use 
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Of force to protect the ship and personnel is clearly legal, 
as was discussed in Chapter II. 

Engaging a terrorist in the vicinity of a ship is also 
legal But with two stipulations. First, according to U. 5S. 
policy the host nation is responsible for the protection of 
U. S. personnel and property against terrorist attacks. If 
the host nation’s authorities are not present, or if tney 
are present but are, in the judgement of the commanding 
officer of the ship involved, not responding adequately to 
the threat, then the commanding officer can instruct the 
ship’s personnel to engage the terrorist(s). Secondly, the 
terrorist threat must present a life-endangering situation 
before the commanding officer of the ship can order the use 
of force to engage the terrorist(s) and even then, it must 
be ordered only as a last resort. 

The following example will help clarify the points made 
above. 

AU. S. Navy ship is inport in a foreign country. The 
terrorist threat levels in this particular port have been 
rising and are now considered to be high. A vehicle 
breaks through a barrier checkpoint on the pier and is 
heading at high speed toward the ship which is moored 
Dierside. There are no barriers or other obstacles avail-—- 
able to stop the vehicle before it reaches the ship. Host 
country authorities are not present. The captain of the 
ship judges the vehicle to represent a life-endangering 
threat to the ship, since by breaking through the barrier 
checkpoint on the pier it has committed a hostile act. 

The commanding officer, therefore, instructs the ship’s 


personnel to use the minimum force required to protect 
themselves and the ship. 


C. CHAIN OF COMMAND 

Today’s military chain of command is straightforward but 
can be complicated as naval units switch operational comman— 
ders. For example, when units deploy overseas they “chop" 
from one fleet commander to another when they cross theater 
boundaries on deployment. The maintenance of many adminis-— 
trative ties with the “parent" command (the squadron or 
group commander in home port?) while deployed is routine. 
The situation of a terrorist incident should be viewed as an 
operational concern. Including the "parent" command in 
operational message traffic while deployed, however, isa 


touchy subject and, as a rule, is not usually done. Th 


Ti 


inclusion of "parent" commands in all message traffic re- 
lated to a terrorist incident should, however, be viewed as 
an exception to the “rule" of exclusion from operational 
traffic. The primary reason for this break from the rule is 
that no command in the United States 1s going to be more 
familiar with the physical status of a unit than the 
"parent" command and no command is in a better positisn to 
provide that time-critical information to decision makers in 
Washington, DBD. C. than the “parent” command. Hence, the 
"parent" command should be included in all terrorist related 


message traffic involving a naval unit. 
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D. REPORTING 


In the event of a terrorist incident involving U. S&S. 


military personnel or property overseas, three. channels of 
communications are activated to deal with such an incident. 
These three channels are the military, the diplomatic, and 
the host nation systems. These channels are most probably 
activated with the submission of an OFREF-3 FINNACLE message 
(an operational report providing information on an incident 
of national interest) by the command. Frovisions for writ- 
ing such messages are found in the Joint Reporting Structure 
CRefs. 42 and 43]. Specific details for particular reports 
should be investigated through the chain of command for the 
area of operations. 4&4 working knowledge of how reports and 
responses travel through the chain of command, both military 
and diplomatic, 15 necessary in order to have an effective 
contingency plan for a terrorist incident. 

Overseas the unified commander, for example USCINCEUR 
(United States Commander in Chief Europe), 1s tasked with 
the “coordination of all local policies and measures to 
protect DOD personnel abroad from terrorist attacks." The 
unified commander will also "Serve as the DOD point of 
contact with U. S. Embassies and host country officials on 
matters regarding such policies and measures." This system 
is the military channel for dealing with terrorist 


incidents. Peet. G&G: p. oo] 


The diplomatic channel links the unified commander with 


the State Department via the U. S. ambassador. In the 


national crisis management process, the State Department is 
assigned as the "lead agency" for overseas terrorist inci- 
dents CRef. 28: p. 6]. This remains the case unless a 
military option is adopted in which case the DOD will take 
the lead. When an incident is reported a task force is 
convened in the operations center of the State Department 
and remains activated twenty-four hours a day until the 
Situation is resolved. 

Concurrently, a third system is activated. This is the 
host nation system which links Washington and the nost 
mation government via the representative ambassador. 

While all avenues are being pursued to resolve the 
problem at hand, information flow to the local military 
commander originates with the National Command Authority, 
and is passed through the State Department, to the local 
ambassador, to the unified commander, and ultimately to the 


commanding officer. 


E. FUBLIC AFFAIRS 

One area of caution in the development of contingency 
Plans for handling terrorist incidents, addresses the news 
media. As discussed earlier, the publicity associated with 
terrorist incidents can be staggering and is often a size- 


able part of the reason for the act. Onboard ship, the 


public affairs officer (PAO) must be thoroughly familiar 


with the theater guidelines on any release of information. 
Since the position of PAOD is usually a collateral duty 
Onboard ship, assistance from a larger command with a dedi- 
cated FAO (one whose primary duty 15 public affairs) should 
be solicited as quickly as possible as U. S. national inter- 
ests and host nation sensitivities could be placed ina 
precarious balance under the conditions of a terrorist inci- 
dent. The events that followed the hijacking of the Achille 


Lauro cruise ship in October 1985 serves as an example ot a 


terrorist incident that greatly strained U. S. relations 


with other nations, in this case, Egypt and Italy. 


me INITIAL RESPONSE 

In the event the preventive anti-terrorist measures 
employed by a naval unit fail and a terrorist incident 
occurs, the contingency plan should be activated. The suc- 
cess of the initial response to a terrorist incident will be 
measured by the quality of the contingency plan and will be 


dependent on the amount of training devoted to that plan. 


6G. RULES OF ENGAGEMENT 

Rules of Engagement (ROE) are defined in The Dictionary 
Of Military and Associated Terms as "directives issued by 
competent authority which delineate the circuméetances and 


limitations under which United States forces will initiate 
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and/or continue combat engagement with other forces 
encountered." (CRef. 44: p. 2987 

In most peacetime scenarios where conflict-is possible, 
the use of force is controlled. The use of force is nor- 
mally limited to self-defense against a hostile threat in 
response to a hostile act. The ROE will also specify which 
command has authority to declare a force hostile. Because 
there is such a short time available to respond to a ter- 
rorist attack and because there are so many different inter- 
pretations given to the ROE throughout the chain of command, 
the subject of the ROE should be viewed with concern by 
commanding officers. 

Whether inport or at s@a, if a rising tension situation 
exists the environment must be closely monitored for 
changes. [If a threat cannot be avoided, for example by 
getting underway, then improving self-defense must be initi- 
ated. This means that small arms weapons are loaded, gun 
ammunition 15 brought up to the loader drum, and/or missiles 
are placed in assembly; the appropriate upgrade in readiness 
is essential because when the terrorist strikes there is no 
time to load weapons, let alone request that a force be 
declared hostile by higher authority. Armed forces must 
react in self-defense with split-second timing to protect 


the ship and its personnel. 


VI. SUMMARY AND CONCLUSIONS 


The commanding officers of the ships in todays U. S&S. 
Navy are not provided with a guide for the development of 
anti-~ and counterterrorist programs. This paper represents 
a tool that can be used in the preparation of such programs 
and which is flexible for adaptation to all ship types. 

Central to the success of both anti-terrorist and 
counterterrorist efforts is a well informed sailor. The 
education of the crew in the fundamentals of terrorism is 
therefore emphasized as the initial step to handling ter- 
rorism. The following quote stresses the importance af 
understanding the terrorist as the foundation for dealing 
with terrorists. “The first essential for living with ter- 
rorism 1s to understand its: to understand how terrorists 
work, and why; to understand the anatomy of their operations 
and their weapons and techniques; to understand the techni- 
cal and tactical methods available for the defense against 
meme FCRef. S22: p. 135) 

The fundamentals of terrorism are set forth in this 
Study in such a way that they may be extracted from the text 
and presented to the crew in a series of lesson plans. Two 
Proposed schedules for educating the crew in the fundamen— 
tals of terrorism are delineated in Appendix A. These 


schedules suggest two approaches to training the crew: 


first, during normal working hours and, second, by duty 
section. 

After becoming familiar with the idiosyncrasies of the 
terrorist, the commanding officer is now armed with the 
required information necessary for developing a security 
Plan tailored for his ship to deter the terrorist threat. 
Suggestions for the improvement of security procedures, such 
as r@locating the forecastle and fantail watch to the o4 
level on a destroyer, are given in the text. Also brought 
out in this paper are insights into several vulnerable 
Situations encountered by a ship that ara conducive to 
terrorist attacks, including, for example restricted maneu- 
verability when entering port. The proposals set forth for 
modifications to security procedures and the examination of 
Vulnerable situations should be useful but are not all- 
inclusive. The modification of security systems that apply 
to a destroyer in combatting terrorism do not necessarily 
apply to an aircraft carrier. The intent is for each ship 
to expand on the above ideas and develop improvements in 
security that are best suited to the ship’s particular type 
and mission. 

In addition to @ducation and security adjustments, the 
commanding officer must also consider what steps to follow 
in the event of a terrorist attack. The commander’s prepa- 
ration of contingency plans is essential to upgrade the 


readiness posture of a ship as the terrorist threat level 


increases. Pre-planned responses to rising tension sce- 
Narios must be delineated, for example, securing liberty and 
making preparations for getting underway ina high threat 
level environment. The authority and responsibility of the 
commanding officer, United States policy towards terrorism, 
the rules of engagement in effect, and reporting requirs- 
ments in the event of attack are some of the considerations 
addressed in the text that are intended to assist the com- 
manding officer in developing contingency plans. 

Terrorist incidents have become a Significant part of 
the contemporary threat environment for U. 5S. armed forces 
overseas and the possibility of a terrorist act against a 
U. S. naval vessel seems far more likely today than in the 
past. It has been a long-standing tradition in the U. 5. 
Surface Navy that the commanding officers of naval ships 
train their officers and crew to anticipate adverse situa- 
tions, to expect the unexpected. Firefighting teams are, 
for example, exercised daily and the self defense force is 
exercised periodically so that if an adverse and unexpectsd 
Situation arises they will be fully prepared to deal with 
ice. in today’s Navy, however, they must also think the 
unthinkable. A whole new set of questions must be added to 
the mental checklist of a watchstander in order for him to 
anticipate a bizarre terrorist incident and react ina 


timely and decisive manner. 
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In order to develop any kind of effective anti-terrorist 
and counterterrorist programs for U. S. Navy ships, the 
fundamentals of terrorism must be learned by all members of 
Ships’ company. There are a variety of ways in which the 
information can be presented. 

The U. S. Navy could develop a presentation on video 
cassette that could be distributed to the fleet and pre- 
sented over each ship’s closed circuit television (CCTV) 
system. A less expensive, but similar, approach might be to 
distribute the video cassette presentation to all destroyer 
squadron commanders, group commanders, and forward deployed 
units for loaning to ships as required. 

If a formal Navy presentation on video cassette 15 not 
available, the CCTV system on each ship could be used to 
pre-record lesson plans for later presentation or to present 
lesson plans live. 

Whether a CCTV system is installed on a ship or not, tie 
command may prefer to present the material in person. In 
either case, using the CCTV or live presentations, there are 
several approaches that could be used to accomplish the 


anti- and counterterrorist training program. 
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The diversity in size of the ships and crews within the 


U. S. Navy dictates that several different approaches to 


anti-terrorist training are required. The number of duty 
sections and the different sizes of divisions and depart-— 
ments on a naval unit vary widely from a small frigate to an 
aircraft carrier. Consequently, there are many different 
schemes that could be used in the development of an anti- 
terrorist training program on Board a ship. Each commanding 
officer must decide which training scheme is best suited to 
his ship's characteristics. This appendix discusses two of 
the many possible anti-terrorist training schemes: first, 
training the entire crew during normal working hours and, 
second, training by duty section. 

Prior to commencing any type of training regimen, one or 
two assigned officers must review the training material and 
then prepare a one week course of instruction to the ward- 
room and chief petty officers’ mess. The basic information 
can be delivered in five twenty to forty minute sessions. 
The short period of time allotted to each training session 
1s designed to maintain the attention span of those at- 
tending and to allow time for questions and discussion. 

The decision must then be made on who will present the 
material and how he will make that presentation. One way, as 
mentioned, is to present the material during normal training 


hours by division or department. Each division officer or 
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leading chief petty officer 1s recommended to present the 
material to his respective division. 

A second way of implementing the training is to teach 
the crew by duty section. In this method, the command duty 
officer, duty weapons department officer, or leading chief 
in the duty section may be selected to present the material. 
Another possible candidate who may be selected for pre- 
senting the material to a duty section is the individual 
designated for security training of that duty section. The 
actual training of each duty section might be conducted just 
prior to eight o’clock reports and before movie call. No 
matter what anti-terrorist training scheme is chosen, the 
five lesson fundamental indoctrination is scheduled at one 
lesson per week so as not to unduly tax the regular training 
schedule. 

While the training of the crew in anti-terrorist and 
counterterrorist techniques 15 1n progress, an analysis of 
current security measures by the executive officer, senior 
watch officer, security manager, and other designated per- 
sonnel must be conducted. This analysis should involve the 
examination of current security procedures in the interest 
Of introducing modifications that will deter terrorist at- 
tacks. This review should not be limited only to the areas 
exemplified in Chapter [IV but should stimulate the investi- 
gation of all areas of concern dependent on ship type and 


mission. 


After the education of the crew and the concurrent 
review of security procedures, suggested changes should be 
closely Examined, experimented with, refined, implemented, 
and, if proven successful, incorporated into both instruc 
tions and security training. One must remember that inport 
watches, such as the quarterdeck watch and the fore- 
castle/fantail watch, are mot the only areas of concern. 
Yeomen and postal clerks must have separate training in 
maitl-bomb recognition. The master-at-arms force must have 
training in bomb recognition for inspecting stores. If the 
command elects to make changes to the sea and anchor detail 
manning for entering port, then the appropriate bill must be 
changed and training conducted. Other areas requiring new 
training may surface as a result of the command’s review of 
the ship’s anti-terrorist posture. Consequently, the pro- 
posed training programs may very well take longer than the 
suggested ten weeks. Avoiding over-reactive crisis manage- 
ment, exercising a command's flexibility, and respecting the 
commanding officer’s prerogative are built into the proposed 
training schemes. The training schedules outlined in this 
appendix merely serve as examples that may help each indivi- 
dual ship get started on its own training system. 

The anti- and counterterrorist education program should 
also be incorporated into the indoctrination of new crew 
members. Watches should be exercised periodically in coun- 


terterrorist procedures as part of the daily drill 
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program. Reviews should be scheduled annually for the crew 


and within at least three months prior to deployment. 


Following is the suggested order for the five lesson 
training program in anti- and counterterrorism and the page 
numbers for locating the material within this thesis. 


lesson ls: Introduction to and Definition of 
Terrorism a Ws (2 OD DearoS= 2 ee 


Lesson 2: A Terrorist’s Frofile and How Terrorists are 
Motivated 2m. « )(P Pte! -—.4502- 7 

Lesson 3: Terrorist Techniques and Ships’ 
Vulnerabilities . see (pp. 249422, .5e-42>2 

lesson 4s Individual Frotection and Hostage Survival 


ee eee 2) see eo oe 
lesson S: Revlew. 


Table 3 15 a Suggested schedule for training a destroyer 
type ship by department during normal working hours. Tabie 
6 15 a suggested schedule for training a destroyer type ship 
in five duty sections. No lessons are scheduled on Saturday 
or Sunday for either training proposal. The total training 
Nlan which includes the indoctrination of the officers and 


crew, the review and modification of Security provisions, 


TABLE & PROPOSED [TROINING (Senne Peee 


DURING NORMAL WORKING HOURS 


WEEE (5) TRAINING 

1 Wardroom/CFO’s introduction to program 

Fas Crew training and concurrent security 
review 

7=10 Security team training 


and the implementation of the security directives is 


designed to last ten weeks. 


TABLE 6 FROFOSED SCHEDULE FOR TRAINING . 


Bee Ue LON 


= cc cc ccc cm cc cs cm ec ec cc cc cc cc ce meee 


WEEE. (3) TRAINING 
1 Wardroom/CFO’s introduction to program 
a= Duty section training and concurrent 


security review 


a1) Security team training 


Example Schedule for Five Duty Sections: 


Bugis = iLON 


WEEE. , 1 fe = 4 3S 
1 ) (Wardroom and CFO training? 
a ) M T W aula B 
io ! S S M T nN 
4 ) TR F s S M 
= : T W Th F | S 
& : S M 1 W Th 
u : e 5 5 M i 
8 : W Th = = = 
° : (Duty section s@curity team training) 
10 ) (Duty section security team training) 


Explanations Training would be conducted each day of 

the week listed vertically for Duty Section 1. No 
training would be conducted for Duty Section 1 in the 
third or sixth week as those duty days fall on a weekend. 
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The elements of personal protection should be incorpo- 
rated into the educational presentations on the fundamentals 
of terrorism. After each person has a grasp of how terror- 
ists operate, think, and plan, he can apply the knowledge to 
a personal protection plan, particularly when ashore. Before 
addressing the principles of personal protection, two psy- 
chological factors must be aired to make the reader aware of 
the influence American culture has on how he may perceive 
the effects of a violent situation. Douglas Derrer has 
cited these two factors as denial and organizational 


dependency CRef. 18: p. 195]. 


A. DENTAL 
Two expressions of denial are common: "Tt’ll never 
happen to me" and "I'm not important enough." Regarding the 


first, remember that no one is immune to terrorist acts. 
Avoiding the issue makes one more vulnerable. This applies 
to both the individual and the command. The effects of such 
an attitude not only endanger anti-terrorist efforts but 
also avoids the crucial issue of contingency planning. 

The second misconception, "I'm not important enough," is 


a serious fallacy. Terrorist do not limit their attacks to 


high ranking people. Enlisted personnel have been the vic- 
tims of terrorist attacks in Fuerto Rico, Turkey, Greece, 
and Germany. Overcoming denial and learning everything one 


can to avoid terrorists is an important step to survival. 


B. ORGANIZATIONAL DEPENDENCY 

The protective umbrella of the ship cannot provide secur- 
ity for the individual when faced with a terrorist incident 
while on liberty. If confronted with a terrorist incident 
while ashore on liberty, the individual must rely on his own 


knowledge and resources to counter the threat. 


fees: FRINECIFLES OF FERSONAL FROTECTION 

The strategy of personal protection is avoidance. The 
principles of this strategy are: be alert, be unpredict— 
able, and keep a low profile. These principles are built on 
the understanding and knowledge of terrorist methods. Tne 
following 1i15t provides many suggestions for the application 
of these three principles of protection [CRef. 18: pp. 195- 
M7es Ret. +5: p. 3-11]. 


1. When going on liberty, avoid going alone. Travel in 
small groups--there is safety in numbers. 


=. Attempt to blend into your surroundings. Don’t be 
conspicuous. Do not wear uniforms on liberty. Leave 
clothing that is clearly American at home, for 
example, cowboy hats, cowboy belt buckles, and boots. 


2. AVOId routine and be unpredictable. Use differant 
routes and times of movement. Travel on busy, well 
lit, well-traveled streets. Avoid dangerous areas 
Dlaced off limits to the crew. 


Ci 
4 


4. Avoid showing off material wealth. Remember to blend 
with the local people. 


2. the command should provide the crew with cards listing 
emergency telephone numbers: the quarterdeck, 
military police, fire department, hospital, and local 
police. 


& Avoid civil disturbances and disputes with local 
citizens. 


7. Be sensitive to the possibility of surveillance. OCDo 
not hesitate to report suspicious activities to the 
chain of command or to authorities. 

Again, all of the suggestions listed above can be summa-— 


rized in three short phrases and applied to most situations: 


be alert, be unpredictable, and keep a low profile. 
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As mentioned in the discussion of personal protection, 
knowing what can happen in a hostage situation and how to 
best survive such an experience is something all military 
personnel should be exposed to. Likewise, as with personal 
protection, the psychological factor of denial must be over- 
come. Most people simply ignore the potential problem. All 
personnel must face the problem and plan accordingly. 

Specific guidance for all situations is impossible. The 
following list of some specific “do’s and don’ts" to be 
complied with in a hostage situation were consolidated from 
Several sources and will be of assistance in most situation 
Seems os Lies Ret. 37: p. I-11. 

1. Do be correct and polite to the terrorists. 

=» Do build human relationships. Identify those captors 
with whom you can communicate and attempt to estab- 
lish a relationship with one or more of them. Do not 
debate or argue but try to discuss neutral issues. 

2. Do talk in anormal voice. Avoid whispering when 
talking to other hostages, or raising your voice when 
talking to a terrorist. 

4. Control yourself, your time, and your environment. 
Maintain personal hygiene and exercise regularly, if 
you can. Try to establish a daily routine and keep 
your mind occupied. Fart of your daily routine 


should be housekeeping. 


2. Do remember that negotiations and rescue plans are in 
progress for your benefit. 


Pe 


Do obey terrorist orders or commands. 


Do be alert for signs or signals from outside rescue 
attempts. 


Do be a role model. If the victim 15 calm, the 
terrorists will also be calm. 


Do ask for permission to communicate with the local 
U. S. Embassy or other U. S. government representa- 
tives, your commander, or family, preferably 

in the order stated. 


Do not attempt escape unless the opportunity presents 
itself during the initial abduction stage. Thereat- 
ter, escape should only be attempted as a last re- 
sort. 


Do not anticipate early release. Many terrorist 
abductions last for months. Prepare yourself men- 
tally for an extended captivity. 

Do not complain, act belligerently, or be uncoopera- 
tive when dealing with the terrorists or other 
hostages. 

Do not deliberately turn your back to a terrorist. 
Do not refuse any favors offered by the terrorists. 
Do not worry about your family. 

Do not hesitate to answer questions about yourself. 
Military members are authorized and encouraged to 


give name, rank, service number, date of birth, and 
those circumstances leading to their detention. 
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